[lustrations and tables - Bibliography, types of referencing,
citations- index and footnotes, how to write report- Paper
Developing,- Plagiarism- Research Proposal- Format of research
proposal- a presentation - assessment by a review committee

UNITV |INTELLECTUAL PROPERTY AND PATENT 6
RIGHTS

Ethical principles- Plagiarism, Nature of Intellectual Property -
Patents, Designs, Trade and Copyright- patent search, Process of
Patenting and Development: technological research, innovation,
patenting, and development. International Scenario: International
cooperation on Intellectual Property. Procedure for grants of
Patent Rights - Scope of Patent Rights, Geographical Indications

TOTAL: 30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Analyze the literature to identify the research gap in the
given area of research.

CO2: Identify and formulate the research Problem

CO3:| Analyze and synthesize the data using research methods and
knowledge to provide scientific interpretation and
conclusion.

CO4:| Prepare research reports and proposals by properly
synthesizing, arranging the research documents to provide
comprehensive technical and scientific report

CO5:| Conduct patent database search in various countries for the
research problem identified.

CO6: Apply ethical principles in research and reporting to
promote healthy scientific practice

TEXT BOOKS:

1 | Garg, B.L., Karadia, R., Agarwal, F. and Agarwal, UK,
2002. An Introduction to Research Methodology, RBSA
Publishers.

2 | Kothari, C.R., 1990. Research Methodology: Methods and
Techniques. New Age International. 418p.
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3 | Sinha, S.C. and Dhiman, A K., 2002. Research Methodology,
Ess Ess Publications. 2 volumes.

4 | Trochim, W.M.K., 2005. Research Methods: the concise

knowledge base, Atomic Dog Publishing. 270p.

5 | Wadehra, B.L. 2000. Law relating to patents, Trade Marks,

Copy right designs and Geographical indications. Universal
Law Publishing
REFERENCES:

1 | Anthony, M., Graziano, A.M. and Raulin, M.L., 2009.
Research Methods: A Process of Inquiry, Allyn and Bacon.

2 | Carlos, C.M,, 2000. Intellectual property rights, the WTO
and developing countries: the TRIPS agreement and policy
options. Zed Books, New York.

3 | Coley, S.M. and Scheinberg, C. A., 1990, "Proposal Writing",
Sage Publications.

4 | Day, R.A., 1992.How to Write and Publish a Scientific
Paper, Cambridge University Press.

5 |Fink, A., 2009. Conducting Research Literature Reviews:
From the Internet to Paper. Sage Publications

6 |Leedy, P.D. and Ormrod, J.E., 2004 Practical Research:
Planning and Design, Prentice Hall.

7 |Satarkar, S.V., 2000. Intellectual property rights and copy
right. ESS Publications.

co POs PSOs
° [1]2[3]4[5]6]7[8]9[10[11]12] 1] 2]3
1 312|1|1|1|-|-|1|1]2|-]1(3|2]1
2 312|1|1|1|-|-|1|1]2|-]1(3|2]1
3 3/2(1|1|1|-|-|1|1]2|-]1(3|2]|1
4 3/2|1|1|1|-|-|1|1]2|-]1(3|2]|1
5 3121 |1|1|-|-|1|1]2|-]1{3|2]|1
6 2121 |1|1|-|-|1|1]2|-]1{3|2]|1
Overall

. |13]2|1|{1}|1|-|-|{1(1|2|-]1(3]|2]|1
Correlation

Recommended by Board of Studies| 13-11-2024

Approved 34 ACM Date  [30-11-2024
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23AD501 MACHINE LEARNING LI T|IP|C

COURSE OBJECTIVES:

e  C(lassify the types of machine learning models and infer
the terminologies used.

e  Apply the neural network modeling technique to data
classification

e  Utilize learning algorithms to build machine learning
models on a supervised dataset

¢ Identify the appropriate ensemble method to boost the
classifier accuracy

e  Utilize learning algorithms to build machine learning
models on a unsupervised dataset

¢  Apply knowledge mining to various machine learning
application

UNIT 1 INTRODUCTION 9

Machine Learning - Types of Machine Learning - Supervised
Learning - Unsupervised Learning -Machine Learning Process -
Terminologies used in Machine learning - Testing Machine
Learning Algorithms - Training, Testing, and Validation Sets - The
Confusion Matrix - Accuracy Metrics - The Receiver Operator
Characteristic (ROC) Curve - Unbalanced Datasets - Measurement
Precision-- Turning Data into Probabilities

UNITII | NEURAL NETWORKS 9

Neurons, Neural Networks, and Linear Discriminants - The Brain
and the Neuron - Neural Networks - The Perceptron - Linear
Separability - Linear Regression - The Multi-Layer Perceptron
Going Forwards Going Backwards: Back-Propagation of Error -
The Multi-Layer Perceptron in Practice - Examples of Using the
MLP - Deriving Back-Propagation

UNIT III | LEARNING MODELS - SUPERVISED 11

Evolutionary Learning : The Genetic Algorithm (GA) - Generating
Offspring: Genetic Operators - Using Genetic Algorithms - Genetic
Programming
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Reinforcement Learning: Example: Getting Lost - Markov
Decision Processes- Values - Using Reinforcement Learning
Ensemble Learning: Boosting - Bagging - Random Forests -
Different Ways To Combine Classifiers

UNIT IV | LEARNING MODELS - UNSUPERVISED 9

The K-Means Algorithm - Vector Quantisation- The Self-
Organising Feature - Map Markov Chain Monte Carlo (MCMC)
Methods - Sampling - Monte Carlo Or Bust - The Proposal
Distribution- Markov Chain Monte Carlo - Graphical Models

UNITV |CASE STUDY 7

Customer Churn , Galaxy Classification, Multivariate Time Series
Forecasting, Financial Fraud at Scale With Decision Trees -
Business Understanding - Data Understanding - Data Preparation
- Modeling - Evaluation - Deployment

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Summarize the basic concepts of machine learning
techniques and terminologies

CO2: Develop classification models using neural networks

CO3: Apply different learning models to various supervised
datasets

CO4: Illustrate the methods to enhance the efficiency of learning
models

CO5: Apply different learning models to various unsupervised
datasets

COG6:| Identify the appropriate data modelling techniques for
various applications.

TEXT BOOKS:

1 |Stephen Marsland, “Machine Learning - An Algorithmic
Perspective”, 2nd Edition, Chapman and Hall/CRC
Machine Learning and Pattern Recognition Series, 2015.
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2 |Tom. M. Mitchell, “Machine Learning”, McGraw Hill

International Edition 1017

REFERENCES:

1 | Ethem Alpaydin, —Introduction to Machine Learningl, Third

Edition, Prentice Hall of India, 2015

2 | Christopher Bishop, —Pattern Recognition and Machine

Learningl, Springer, 2006.

3 |Kevin P. Murphy, —Machine Learning: A Probabilistic

Perspectivel, MIT Press, 2012.

POs PSOs

COs 1/2/3(4]|5 7/8(9/10{11|12(1| 2| 3

1 201 (-1-1- 1|--|-11]1T(2]-]-

2 32|11 -|-|-|-|-|-121]-1]3|-]-

3 32|11 -|-|-|-|-|-1217/]-13[-]-+-

4 211 -l -1-1-1-1-11]-12]|-1-

5 312111 -|=-|-|-1-|-121]-=1]3}=/|-

6 312|111 {-+- (1|12 |1)|1|-({3|1]1

Overall

Correlation 3211|111 |1f{1{1|1]1|3(1]|1
Recommended by Board of Studies| 13-11-2024

Approved 3[4 ACM Date  30-11-2024
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23AD511 STATISTICS FOR AI AND ML Ll T| P C

COURSE OBJECTIVES:

e To use univariate analysis on various applications

e To perform bivariate analysis on any given dataset

e To apply Inferential statistics to various datasets

e To apply variance and draw inferences from the outcome
e To develop regression models to correlate the attributes

e To build time series analysis

UNIT 1 DESCRIBING DATA I 9

Frequency distributions - Outliers - relative frequency
distributions - cumulative frequency distributions - frequency
distributions for nominal data - interpreting distributions -
graphs - averages - mode - median - mean - averages for
qualitative and ranked data - describing variability - range -
variance - standard deviation - degrees of freedom - interquartile
range - variability for qualitative and ranked data

UNITII | REGRESSION ANALYSIS AND TIME SERIES | 9

Relationship between attributes using Covariance and Correlation
- Relationship between multiple variables: Regression (Linear,
Multivariate) in prediction - Residual Analysis - Forecasting
models - Trend analysis - Cyclical and Seasonal analysis -
Smoothing; Moving averages; Box-Jenkins, Holt-winters, Auto-
correlation; ARIMA

UNIT III | DESCRIBING DATA II 9

Normal distributions - z scores - normal curve problems - finding
proportions - finding scores - more about z scores - correlation -
scatter plots - correlation coefficient for quantitative data -
computational formula for correlation coefficient - regression -
regression line - least squares regression line - standard error of
estimate - interpretation of r2 - multiple regression equations -
regression toward the mean
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UNIT IV | INFERENTIAL STATISTICS 9

Populations - samples - random sampling - Sampling
distribution- standard error of the mean - Hypothesis testing - z-
test - z-test procedure -decision rule - calculations - decisions -
interpretations - one-tailed and two-tailed tests - Estimation -
point estimate - confidence interval - level of confidence - effect
of sample size

UNITV | ANALYSIS OF VARIANCE 9

t-test for one sample - sampling distribution of t - t-test procedure
- t-test for two independent samples - p-value - statistical
significance - t-test for two related samples. F-test - ANOVA -
Two-factor experiments - three f-tests - two-factor ANOVA -
Introduction to chi-square tests

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1. Frequency distributions for Quantitative data and
Qualitative data

2. Describing Data with Averages, Measures of variability

3. Normal Distributions, Correlation coefficient and scatter
plots

4. Regression

5. Implementation of Z-Test - One Sample Z-Test and Two
Sample Z-Test

6. Implementation of Z-Test - using Titanic case study

7. Implementation of T-Test - one sample t-test

8. Implementation of T-Test - Two sample t-test and Paired T-
Test

9. Implementation of VARIANCE ANALYSIS (ANNOVA)

10. Demonstration of Linear Regression

11. Implementation of Time Series Analysis

TOTAL:30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:
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CO1.

Outline various univariate techniques to analyse the data

CO2:

Utilize bivariate analysis to explore the data

CO3:

Apply statistical methods to draw inferences from data.

CO4:

Apply ANOVA method to draw inference from data

CO5:

Build models for predictive analytics

COe6:

Construct time series analysis

TEXT BOOKS:

1 | Robert S. Witte and John S. Witte, “Statistics”, Eleventh
Edition, Wiley Publications, 2017.

2 |Jake VanderPlas, “Python Data Science Handbook”,
O'Reilly, 2016.

REFERENCES:

1 | Gupta, S.C. and Kapoor, V.K. (1997) “Fundamentals of
Mathematical Statistics” Sultan Chand and Sons

2 | Pratap Dangeti, “Statistics for Machine Learning” Packt
Publishing Ltd, 21 Jul 2017

POs PSOs

COs  HTar3lal5]6[ 789101112 1]2]3
1 201 | -|-(1 |11 |-|-[-]1]1] 2 |1]-
2 32011 |{1|-|-|-|-|-]1|-]3|1]-
3 3(2|1|1(1|-|-|-|-|-]1]-]3|1]-
4 32011 |{1|-|-|-|-|-]21|-]3 |1]-
5 3(2|1|1|(1|-|-|-|-|-]1]-]3|1]-
6 3(2|1|1(1|-F |-|-]-]1T]-]3|1]1
Overall

Correlation3211111111 1113 (11

Recommended by Board of Studies| 13-11-2024

Approved 34 ACM Date  (30-11-2024
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23AD521 MACHINE LEARNING L|T|P|C

LABORATORY 0/0]|4| 2

COURSE OBJECTIVES:

To understand the data sets and apply suitable algorithms
for selecting the appropriate features for analysis.

To learn to implement supervised machine learning
algorithms on standard datasets and evaluate the
performance.

To experiment the unsupervised machine learning
algorithms on standard datasets and evaluate the
performance.

To build the graph based learning models for standard
data sets.

To compare the performance of different ML algorithms
and select the suitable one based on the application

PRACTICALS

1.

Working with Python packages - Numpy, Scipy, Scikit-
learn, Matplotlib

2. Loan amount prediction using linear regression and
visualize the interpretation

3. Handwritten character recognition using neural networks

4.  Classification of Email spam and MNIST data using
Support Vector Machines.

5. Predicting Diabetes using decision tree

6.  Applications of Random Forest and AdaBoost ensemble
techniques

7.  K-means clustering for Euclidean distance metric

8.  k-Nearest Neighbor algorithm

9.  Applications of dimensionality reduction techniques on
any dataset

10. Mini Project

TOTAL: 30 PERIODS
COURSE OUTCOMES:

After completion of the course, the students will be able to:

COL1:

Infer the data sets and apply suitable algorithms for selecting
the appropriate features for analysis.

CO2:

Make use of supervised machine learning algorithms on
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standard datasets and evaluate the performance.

CO3: Experiment with the unsupervised machine learning
algorithms on standard datasets and evaluate the
performance.

CO4:| Build the graph based learning models for standard data
sets.

CO5:| Compare the performance of different ML algorithms and
select the suitable one based on the application.

COG6:| Infer the data sets and apply suitable algorithms for selecting
the appropriate features for analysis.

POs PSOs
COs Tals]a]5]6|7[8]9[10[11[12| 1] 2|3
1 201 -|-|-|2|2|-|-|-]2|1|2]-]-
2 3121 |1|-|-|-|-|-|-11]-|3]-]-
3 31201 (1| =|-4-|-|-]-12]|~-1]3]-]-
4 3121 |1|-|=|-|-|-|-11]-|3}=]-
5 201 -|-]=1-1-|-1-|-11|-|2]|-]-
6 2|1 -|-|2|-F 1|11 |1|-121|1
Overall
Correlation321111111111311
Recommended by Board of Studies| 13-11-2024
Approved 3«4 ACM Date  [30-11-2024
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23AD522 MINI PROJECT L|T|P C

COURSE OBJECTIVES:

e Encourage students to apply foundational theoretical
knowledge to practical engineering problems.

e Develop collaborative and project management skills
through teamwork and effective communication.

e Train students in basic research methodology, technical
documentation, and presentation techniques to articulate
project outcomes clearly.

e Enhance students' ability to systematically design, analyze,
and evaluate simple prototypes or models.

e Prepare students for real-world engineering challenges and|
lay the foundation for multidisciplinary teamwork and
problem-solving in advanced projects.

COURSE DESCRIPTION:

This course serves as an introductory platform for students to
apply the foundational knowledge acquired from their core and
interdisciplinary subjects in a practical setting. This course enables
students to work on small-scale, department-relevant projects that
focus on problem identification, basic design, and preliminary
prototype development. With limited prior expertise, students
will explore the process of translating theoretical concepts into
tangible solutions, fostering creativity, teamwork, and critical
thinking. The course emphasizes hands-on learning,
communication, and project documentation, laying a strong
foundation for advanced projects and professional challenges in

later semesters.

PROJECT OUTLINE:

Week 1 Course Orientation and Topic Selection

Week 2 | Problem Definition and Objective Setting
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Week 3 Literature Review and Research

Week 4 First Review and Feedback

Week 5 | Problem Refinement and Research Gap Identification

Week 6 | Conceptual Design and Initial Approach

Week 7 | Methodology and Project Planning

Week 8 Second Review and Project Evaluation

Week 9 | Design Refinement and Testing

Week 10 | Resource Identification and Budget Estimation

Week 11 | Report Writing and Presentation Preparation

Week 12 | Third Review Presentation and Submission of Thesis

EVALUATION:

The progress of the mini project will be evaluated through
three reviews, conducted by a committee appointed by the
Head of the Department. A final project report must be
submitted at the end of the semester. Evaluation will be
based on oral presentation and the written report, assessed
by internal examiners designated by the Head of the
Department.

The project should focus on topics from first three or four
semester (whichever is applicable) subjects / industry
demand topics, or futuristic technologies. It is
recommended for Faculty of Aeronautical Engineering,
Civil Engineering, and Mechanical Engineering students,
the project should demonstrate an understanding of first
principles of engineering.

Similarly for students of Faculty of Computer Science
Engineering, the project may involve programming using
Python or C language. For Faculty of Electronics and

Communication Engineering, the student project shall
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incorporate appropriate techniques and systems relevant to
the field. For the students of Faculty of Fashion Technology,
the project based on material innovations, or technology in
fashion is recommended.

e The evaluation will focus on how well the project is
structured, including clarity and logical flow in both oral
presentations and written texts.

e Therelevance and innovation of the project will be assessed,
particularly its potential to contribute to sustainability,
innovation, and SDG-aligned goals.

e The accuracy of English usage, including grammar, clarity,
and coherence, will be reviewed in both oral and written
communication to ensure effective delivery of technical

content.

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Apply basic engineering principles to solve simple

problems.

CO2; Choose relevant sources to understand the current

knowledge and identify areas to improve.

CO3; Utilise basic tools and techniques to test simple solutions.

CO4: Interpret the impact of engineering solutions on society

and the environment.

CO5: Combine in teams to plan and complete projects within

given constraints.

CO6: Develop comprehensive technical reports and deliver
structured presentations to effectively convey project

outcomes.

142




Dol o
® S
w21111111 S
1
v
R Lol
= ool o a
o
]
- ] -
[P}
Slaja|alala|a| e M
=)
SN ||| e
<«
S NN NN N g3
INRI®)
© e fen || o o<
1|
m71111111Bmy
P61111111%
.-
e
51111111.m
N
41111111:&.
el
(3o
NN N (A2
> =
13333333MW
9 | <
g3
= 2|&
0 c = |9
= ® &
o || 0o |8 5|2
o 2 H|S
Oou
Ol

143



23ES591 APTITUDE AND LOGICAL L| T| P C

REASONING -2 0(0] 2|1

COURSE OBJECTIVES:

e To improve the problem solving and logical thinking
ability of the students.

e To acquaint the student with frequently asked patterns in
quantitative aptitude and logical reasoning during
various examinations and campus interviews

UNITT | | 4
Probability, Permutation & Combination, Algebra, Problems on
ages

UNITI | | 4
Mensuration, Logarithms, inequalities and modulus, Syllogism
UNIT 11 | 4
Directions, logical sequence words, number series, Analytical
Reasoning

UNIT V] | 4
Blood relation, Clock and Calendar, Picture puzzles

UNITYV | | 4

Data sufficiency, cube and cuboids, odd man out

TOTAL: 20 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Apply concepts of probability, permutation, and
combination to solve real-world problems.

CO2: Solve algebraic problems and age-related problems using
logical approaches and techniques.

CO3:| Analyze and solve problems in mensuration, logarithms,
and inequalities.

CO4:| Interpret and solve problems related to directions, logical
sequence, and number series.

CO&5:| Identify and solve problems in logical reasoning such as
syllogism, blood relations, clock and calendar.

CO6:| Identify and solve problems in logical reasoning such as
syllogism, blood relations, clock and calendar.
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TEXT BOOK:

1 | Smith, John. "APTIPEDIA." 2nd ed., Wiley Publishers, 2020.

2 | Agarwal, R.S. "Quantitative Aptitude." 2nd ed., S. Chand

Publishing.

REFERENCES:

1 | Agarwal, R.S. "A Modern Approach to Verbal & Non-

Verbal Reasoning." 2nd ed., S. Chand Publishing.

POs PSOs

COs  HTa[s[4[5[6[7[8[9[10[11]12]1]2]3

1 322|113 (222|113 |1]2|3|2|2

2 312(2(2(3(2(3|2|1|2]|1]2|3]|2]|3

3 3(3(2|12(2(2(2|2(1|3|1|2]3|3]|2

4 2(3(2|1(2(3[1(2(3{3]|2|31]2|2]3

5 2(3(3|12(2(2]2|3(2]{2]|2|31]3|3]3

6 3(3(2(12(3(2(3(3[2{2|1|2]3(3]|2

Overall

Correlation 31313(2|3(3(3|3|2|13|2|3|3|3|3
Recommended by Board of Studies 13-11-2024

Approved 3rd ACM Date 30-11-2024
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SEMESTER -VI

23CE611 ENVIRONMENTAL SCIENCE L| T P|C
AND ENGINEERING 31002 4
COURSE OBJECTIVES:
e To provide basic knowledge on environment impact
assessment
e To create an awareness on the pollutants in the
environment

e To familiarize the student with the technology for restoring
the environment.

e Applying the technology for producing ECO safe products

e To develop simple climate models and evaluate climate
changes using models

UNITI [INTRODUCTION TO ENVIRONMENT 9
IMPACT ASSESSMENT

Impacts of Development on Environment - Rio Principles of
Sustainable Development- Environmental Impact Assessment
(EIA) - Objectives - Historical development - EIA Types - EIA in
project cycle -EIA Notification and Legal Framework

UNITII | MOVEMENT OF POLLUTANTS IN 9
ENVIRONMENT

Concepts of diffusion and dispersion, point and area source
pollutants, pollutant dispersal; Gaussian plume model, hydraulic
potential, Darcy’s equation, types of flow, turbulence. Concept of
heat transfer, conduction, convection; concept of temperature,
lapse rate (dry and moist adiabatic); mixing heights, laws of
thermodynamics; concept of heat and work, Carnot engine,
transmission of electrical power, efficiency of turbines, wind mills
and hydroelectric power plants.

UNIT III | ECOLOGICAL RESTORATION 9

Wastewater treatment: anaerobic, aerobic process,
methanogenesis, treatment schemes for waste water: dairy,
distillery, tannery, sugar, antibiotic industries; solid waste
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treatment: sources and management (composting, vermiculture
and methane production, landfill. hazardous waste treatment).

UNIT IV | ECOLOGICALLY SAFE PRODUCTS AND 9
PROCESSES

Biofertilizers, microbial insecticides and pesticides, bio-control of
plant pathogen, Integrated pest management; development of
stress tolerant plants, biofuel; mining and metal biotechnology:
microbial transformation

UNITV |CLIMATE CHANGE MODELS 9

Constructing a climate model - climate system modeling - climate
simulation and drift - Evaluation of climate model simulation -
regional (RCM) - global (GCM) - Global average response to
warming —climate change observed to date

TOTAL: 60 PERIODS

LIST OF EXPERIMENTS

1. Determination of Bio fuel parameters such as flash point
and fire point.

2. Determination of density of biofuels.

Determination of BOD/COD in water.

4. Simulating the RCM and GCM model for different
geographic conditions.

®

5. Measurement of Pollutant in environment by Gaussian
Plume model.

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Explain the importance of the process of Environmental
impact assessment and its types.

CO2; Illustrate the chemical processes and pollutant chemistry

CO3;| Identify the methods to solve environmental problems

CO4:| Apply the knowledge to develop ecofriendly products.

CO5:| Construct the various simple climate models for simulation
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CO6:| Apply the climate model simulation to monitor climate
change
TEXT BOOKS:

1 |David .E Neelin "Climate Change and Modelling",
Cambridge University Press, California 2012.

2 |Evans, G.G. & Furlong, ]J. 2010. Environmental
Biotechnology: Theory and Application (2nd edition). Wiley-
Blackwell Publications.

3 |Pani, B. 2007. Textbook of Environmental Chemistry. IK
international Publishing House

4 |N.S. Raman , A.R. Gajbhiye & S.R. Khandeshwar,
Environmental Impact Assessment, 2014,IK International
Pvt Ltd.

REFERENCES:

1 | Carson (1907-1964). Environment Conservation-book

2 | Encyclopaedia of Environmental Issues by Craig W. Allin
&amp;Probe.

3 |Encyclopaedia of Environmental studies by William
Ashworth.

4 |Climate Change and Climate Modeling- Kindle Edition.

5 | Environmentally- Friendly Product development -Eberhand
Abile ,Reiner Anderl,2005

POs PSOs
COs  [qT2[3[4[5[6[7[8]9]10[12]12[1]2]3
1 201 - -]-]2[1|-|-|-|-]-12]|-]|-
2 312111 |-]3[2]-|-|-|-]21{3]|-]-
3 312111 |-|3|2]-|-|-|-]1{3]|-]-
4 312111 |-]3[2]-|-|-|-]1{3]|-]-
5 312111 |-|3[|2]-|-|-|-]1{3]|-]-
6 312111 |-|3[|2]-|-|-|-]1{3]|-]-
Overall
Correlation | > | 2 [ 1|1 13|27~ || Y3 |-
Recommended by Board of Studies | 07-11-2024
Approved 314 ACM Date 30-11-2024
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23AD611 FUNDAMENTALS OF DEEP L| T P|C

LEARNING 310|2| 4

COURSE OBJECTIVES:

e To understand the basic ideas and principles of neural
networks.

e To understand the basic concepts of deep learning.

e To appreciate the use of deep learning applications.

e To know the applications of Deep learning techniques to

NLP
e To build solutions for real world problems.
UNIT I FUNDAMENTALS OF DEEP 9
NETWORKS

Introduction-Linear Algebra-Probability and Information
Theory-Numerical Computation Machine Learning Basics.

UNITII | DEEP NETWORKS: MODERN 9
PRACTICES

Deep Feedforward Networks: Simple Deep Neural Network-
Generic Deep Neural Network Computations in Deep Neural
Network-Gradient-Based Learning. -Regularization for deep
learning: L2  regularization-L1 Regularization-Entropy
Regularization-Dropout-Data augmentation. Optimization for
Training deep models: Learning Differs from Pure Optimization
Challenges in Neural Network Optimization-Stochastic Gradient
Descent.

UNIT III | CONVOLUTIONAL AND RECURRENT 9
NEURAL NETWORKS

Introduction-Convolutional =~ Operation-Pooling-Data  Types-
Convolution Algorithms
Convolutional Networks with Deep Learning. Sequence

Modeling: Recurrent and Recursive Nets: Introduction-Auto-
Completion-Unfolding Computational Graphs-Recurrent Neural
Networks. Types of RNNs-Bidirectional RNNs-Sequence-to-
Sequence Architectures-Deep Recurrent Networks-Long-Term
Dependencies; Gated Architecture: LSTM
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UNIT IV | DEEP LEARNING RESEARCH 9

Linear  Factor = Models-Auto  encoders:  Undercomplete
Autoencoders-Regularized Autoencoders Stochastic Encoders
and  Decoders-Denoising  Autoencoders-Learning  with
Autoencoders; Deep  Generative Models; Variational
autoencoders-Generative adversarial networks.

UNITV | APPLICATIONS OF DEEP LEARNING TO 9
NLP

Introduction to NLP and Vector Space Model of Semantics - Word
Vector Representations: Continuous Skip-Gram Model -
Continuous Bag-of-Words model (CBOW) - Glove - Evaluations
and Applications in word similarity

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1. Solving XOR problem using DNN.

Classification of MNIST Dataset using CNN.
Character recognition using CNN.

Face recognition using CNN.

Language modeling using RNN.

Sentiment analysis using LSTM.

Parts of speech tagging using Sequence to Sequence
architecture.

8. Machine Translation using Encoder-Decoder model.
9. Image augmentation using GANSs.

10. Mini-project on real world applications.

NS »PN

TOTAL:30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1; INlustrate the role of deep learning in machine learning
applications.

CO2: Design and implement deep learning applications.

CO3:| Analyze different deep learning models in image related
projects.

CO4: Design and implement convolutional neural networks.

CO5: Summarize the applications of deep learning in NLP and
image processing
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CO6:| Design and implement LSTM concepts to build solutions
for real world problems.
TEXT BOOKS:

1 | Ian Goodfellow, Yoshua Bengio, Aaron Courville, “Deep
Learning”, MITPress,2018.

2 | Francois Chollet, “Deep Learning with Python”, Manning
Publications, 2018

REFERENCES:

1 | Amit kumar Das, Saptarsi Goswami, Pabitra Mitra,
Amlan Chakrabarti “Deep Learning", Pearson Education,
2022.

2 | Li Deng, Dong, “Yu, Deep Learning: Methods and
Applications”, NOW Publishers, 2014.

3 | Charu C. Aggarwal, "Neural Networks and Deep
Learning: A Textbook”, Springer International
Publishing, 2018.

4 | Nikhil Buduma and Nicholas Locascio, Fundamentals of
Deep Learning: Designing Next Generation Artificial
Intelligence Algorithms, O'Reilly Media, 2017.

5 | Stone, James,” Artificial Intelligence Engines: A Tutorial
Introduction to the Mathematics of Deep Learning”,
Sebtel Press, United States, 2019.

6 | Navin Kumar Manaswi: Deep Learning with
Applications Using Python,2018

co POs PSOs
* [1[2[3[4[5 s[9[10[11[12[ 1] 2] 3
1 211 |(-|-|1({1|1}|1|-]-]1|1 2|11
2 3j2(1(1}{1|-|-f1}|-|-]1|-1|3]1]|1
3 313(2(2(1|-|-|1]|-|-]1|-]|3]1]|1
4 3j2(1(1}{1|-|-|1|-|-]1|-]|3]1]|1
5 211 -|-]1]-]-|1]{- 11 -12(1|1
6 3j2(1(1}{1|-F (1|11 |1|-|3]1]|1
Overall | 5|5 1 q 1l 111|111 ]1|1]3]1]1
Correlation

Recommended by Board of Studies| 13-11-2024

Approved 3[4 ACM Date  [30-11-2024
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23AD612 AT IN IOT APPLICATIONS Ll T| P C

COURSE OBJECTIVES:

e To study the fundamentals of IoT

e To study various communication principles for IoT
e To study the fundamentals of Al in IoT.

e To study different Al algorithms used for IoT.

e To study the applications of Al in IoT.

UNIT I INTRODUCTION TO IoT 9

Introduction to Internet of Things (IoT), Functional
Characteristics, Recent Trends in the Adoption of IoT, Role of
cloud in IoT, Societal Benefits of IoT:- Health Care, Machine to
Machine (M2M), Smart Transportation, Smart Living, Smart
Cities, Smart Grid

UNITII |COMMUNICATION PRINCIPLES AND 9
TRANSDUCERS

RFID, ZigBEE, Bluetooth, Internet Communication- IP Addresses
- MAC Addresses , IEEE 802 Family of Protocols , I/O interfaces
Software Components - Definition of Sensor, Sensor features,
Resolution, Classes, Different types of sensors, Actuator, Different
types of Actuators, purpose of Sensors and Actuators in IoT

UNIT III | PRINCIPLES AND FOUNDATIONS OF IOT 9
AND Al

loT reference model, loT platforms, loT verticals, Big data and lot,
Infusion of Al- data science in IoT, Cross-industry standard
process for data mining Al platforms and loT platforms and Tools,
TensorFlow, Keras, Datasets, The combined cycle power plant
dataset Wine quality dataset, Air quality data.

UNIT IV | ALGORITHMS FOR IoT 9

Classification using support vector machines, Maximum margin
hyperplane, Kernel trick - Naive Bayes - Decision trees -
Deterministic and analytic methods - Gradient descent method
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Newton-Raphson method - Natural optimization methods
Simulated annealing - Genetic algorithm for CNN architecture-
Genetic algorithm for LSTM optimization- Deep reinforcement
learning-Q learning-Q Networks.

UNITV | APPLICATIONS 9

Continuous glucose monitoring- Hypoglycemia prediction using
CGM data- Heart monitor- Digital assistants- Human activity
recognition- HAR using wearable sensors- Smart home
automation- Predictive maintenance using Al- Predictive
maintenance using Long Short-Term Memory- Predictive
maintenance advantages and disadvantages-Electrical load
forecasting in industry-STLF using LSTM- Components of a smart
city-Smart traffic management-Smart parking- Smart waste
management-Smart policing-Smart lighting-Smart governance-
Cities with open data-Adapting lot for smart cities and the
necessary steps.

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1. Explore and analyze various IoT platforms, including data
handling techniques, using example datasets like air quality
and power plant datasets.

2. Use the wine quality dataset to classify wine quality using
logistic regression and evaluate performance.

3. Implement an SVM classifier for the wine dataset, using the
kernel trick to improve classification.

4. Implement ensemble techniques on lIoT-related data (e.g.,
air quality) and evaluate model performance
improvements.

5. Implement a  genetic algorithm to  optimize
hyperparameters in a CNN model for IoT data.

6. Implement Q-learning to control a simple IoT system, such
as temperature control in a smart home.

7. Implement a vanilla GAN in TensorFlow to generate
synthetic images based on IoT image data (e.g., human
activity from wearable sensors).
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8. Use LSTM to predict maintenance needs based on
equipment data from IoT sensors.

9. Create a model that uses IoT sensor data to predict and
manage traffic in a smart city.

10. Project: Develop a comprehensive IoT-based solution for
monitoring and managing environmental conditions in
smart cities, focusing on air quality, traffic congestion, and
waste management.

TOTAL:30 PERIODS
COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1:| Illustrate the basic architecture of Internet of Things based
Devices

CO2: Illustrate wireless communication systems.

CO3:| Summarize IoT reference models, data science integration,
and Al platforms relevant to IoT

CO4:| Develop models based on classification algorithms

CO5;| Develop algorithms for IoT tasks, optimizing complex
processes like CNN and LSTM models.

CO6:| Apply Al-based solutions for various real time IoT
applications

TEXT BOOKS:

1 | Adrian Mcewen, Hakin Cassimally, “Designing The Internet
of Things”, First Edition, Wiley, 2014.

2 | Keysight Technologies, “The Internet of Things: Enabling
Technologies and Solutions for Design and Test”,
Application Note, 2016.

REFERENCES:

1 | Vijay Madisetti, Arshdeep Bahga,” Internet of Things A
Hands-On- Approach”,2014,

2 | Raj Kamal , “ Internet of Things: Architecture and Design”,
McGraw Hill.2nd edition June 2022 2. Pethuru Raj,
Anupama C. Raman ,” The Internet of Things Enabling
Technologies, Platforms, and Use Cases”, Taylor and Francis
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group. February 2017

3 | Peter Waher, “Mastering Internet of Things: Design and

create your own IoT applications using Raspberry Pi3”, First
Edition, Packt Publishing, 2018

4 | Vijay Madisetti, Arshdeep Bahga,” Internet of Things A

Hands-On- Approach”,2014,

POs PSOs

COs  ST273Tal5]6l 789101112 1 2|3

1 2|1 -|-|-|1]-[2]-[1|2|1]|2]|-]|2

2 201 -|-|-|1]-|2]-[1|2|1]|2]|-]|2

3 211 -(-11]2|-(3|-]1]3|-]21]1]|3

4 3(2|11(1(1{2|-({3|-]1]3|-]3 (1|3

5 312|11(1}-13|3(3{3|3|2|-]3]-|3

6 32|11 (1|-|1|-(2|-]1]2|1] 3 |-]|2

Overall

Correlation 3|21 (1(1{2|1(3(1|2|3|1|3 |1|3
Recommended by Board of Studies| 13-11-2024

Approved 34ACM| Date [30-11-2024
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23AD621 PROJECT WORK PHASE-1 Ll T| P C

COURSE DESCRIPTION:

This course provides an opportunity for students to apply their
engineering knowledge to solve real-world problems through
project-based learning. Students, working in groups with
maximum of 4 wunder faculty supervision, undertake a
comprehensive project addressing an approved topic. The course
focuses on fostering collaboration, research, and practical skills,
culminating in a detailed Phase 1 project report and oral
presentations. Regular reviews ensure consistent progress and

adherence to academic standards.

COURSE OBJECTIVES:

e Encourage students to apply theoretical knowledge to
practical engineering problems.

e Develop collaborative and project management skills
through teamwork.

e Train students in research methodology, technical
documentation, and presentation skills.

e Enhance students' ability to design, analyze, and evaluate
solutions systematically.

e Prepare students for real-world engineering challenges and

multidisciplinary teamwork

PROJECT OUTLINE:

Week 1 | Orientation and course overview. Formation of project
teams and approval of topics by HoD.

Week 2 | Initial meeting with supervisors. Define problem
statement and objectives

Week 3 | Literature review: Research methodologies and topic-
specific studies.

Week 4 Zeroth Review.
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Week 5 Refinement of literature review and identification of
research gaps.

Week 6 | Identification of Base Paper.

Week 7 First Review.

Week 8 | Conceptual design discussions and brainstorming
solutions.

Week 9 | Narrowing done on the exact work.

Week 10 | Completion of first stage of the Project.

Week 11 | Development of detailed conceptual design and
methodology.

Week 12 | Incorporation of feedback and refinement of design
and methodology.

Week 13 | Second Review.

Week 14 | Compilation of Phase 1 results, report writing, and
presentation preparation.

Week 15 | Final Viva Voce Presentations.

Individual meetings will be set up on a need’s basis in conjunction

with developing work

EVALUATION:

e The progress of the project is evaluated based on a
minimum of two reviews. The review committee may be
constituted by the Head of the Department. A phase 1
project report is required to be submitted at the end of the
semester. Evaluation is based on oral presentation and the
phase 1 project report jointly by internal examiners
constituted by the Head of the Department.

e Evaluate how effectively the project is structured and
communicated in both oral presentations and written texts,
emphasizing logical flow and coherence.

e Evaluate the relevance and innovation of practical resources
or prototypes developed, focusing on their potential to
support sustainability, innovation, and SDG-aligned goals.
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Review the accuracy of English usage, including grammar,
clarity, and coherence in oral and written communication,
ensuring effective delivery of technical content.

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1.

Develop feasible solutions by analyzing complex
engineering problems using foundational knowledge,
mathematics, and science.

CO2:

Survey literatures to identify gaps, define research
questions, and propose designs and methods for solving
engineering problems.

CO3:

Make use of modern tools to check the feasibility of the
solutions effectively.

CO4:

Evaluate societal and environmental impacts of solutions
while incorporating sustainability and ethical practices.

CO5:

Combine in teams to plan, manage, and lead projects
within professional and economic constraints.

CO6:| Formulate technical reports, deliver presentations, and
engage in lifelong learning to adapt to new technologies.
COs POs PSOs
1/2/3{4/5/6|/7(8/9(10{11(12| 1 |2|3
1 3121111223333 (3|3 |13
2 3131221122333 [3(3|3 |13
3 312|1(1(1}(2(2{3|3[{3[3 (3|3 |1]|3
4 313|3[3|1]1/2(3|3[3[3(3|3 |13
5 3131331223 |3[3[3 (3|3 |13
6 3131331223 |3[3[3 (3|3 |13
Overall
Correlation 3/3|3[3|1/2/2|3|3({3|3 (3|3 |13

Recommended by Board of Studies| 13-11-2024

Approved 34 ACM Date 30-11-2024
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23AD622 TECHNICAL TRAINING Ll T|P|C

PREAMBLE:

The course ‘Technical Training’ is intended to enable a
B.E./B.Tech. graduate to practice, learn, apply and prepare
report about the training undergone. The learner shall be
trained in the latest technology in relevant Industry preferably
in computer-oriented platform. This course can help the learner
to experience training and learn practical skills for the relevant
domain. Learner should also be able to present his learning
through PPT and report articulating his level of learning about

the specific training.

COURSE OBJECTIVES:

e To equip students with practical skills and real-world
experience in technical domains, enabling them to
effectively apply theoretical knowledge to hands-on
applications.

e To develop competencies in working with industry-
relevant tools and software technologies.

e To foster teamwork, problem-solving, and technical skills

through innovative technologies

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: |Identify specific domain from the enrolled branch and to

get training preferable in computer-oriented platform.

CO2: |Survey and apprehend the learning modules in the
training program and to become expert in the specific

domain.
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CO3:

Apply theoretical learning in the practical environment

and enhance the skillset of learner.

CO4.

Estimate the learning using available data.

CO5:

Defend a presentation about the learning done in the

specified skillset.

COe6:

Construct a technical report about the training.

GUIDELINES:

More than one training program may be given depending
on availability and interest of the students. One training
coordinator may be appointed for the same.

Training coordinator shall provide required input to their
students regarding the selection of training topic.
Choosing a Training topic: The topic for a Technical
Training should be current and broad based rather than
very specific area of interest. It should also be outside the
present syllabus. It's advisable to choose a training topic
to be computer oriented as the resources for the same may
be readily available. Every student of the program should
be involved and assessed.

Head of Department shall approve the selected training
topic by the second week of the semester. Training may be
assessed based on the ability to apply the skillset in a

practical domain.

EVALUATION PATTERN:

Training Coordinator:

50 marks (Training Manual - 40 (Each student shall maintain a

Training Manual and the Coordinator shall monitor the

progress of the training work on a weekly basis and shall
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approve the entries in the Training Manual during the weekly
meeting with the student), Attendance - 10,).

Presentation of Application:
Candidate should apply the skillset attained in training. 20
marks to be awarded by the Examiners (Clarity of presentation
- 5, Interactions - 10, Quality of the slides - 5).

Report about Application:
30 marks to be awarded by the Examiners (check for technical
content, overall quality, templates followed, adequacy of

application of the skillset etc.).

Training duration - 30 Hours|

COs POs PSOs
1/2/3/4/5(6(7|8(9/1011|12 1|23
1 3121 |1|-(2{1|-|-|-|-1]3|3 |-]|-
2 313 (2|1 |=-(2{12|-|-|-|~-13|3 |~-]|-
3 313(3(3(3|-|-|1|-{2]-]3]3 |[3]1
4 313(3|2|2|-|-|1{-/3|-|3|3 2|1
5 3133 (2|1|2|-|2|-]2]|-1]12|3 |1|2
6 313(3(3|2(2]-|2|-{3|-1]3|3 (2|2
Overall
Correlation 3/13/3|3(2|2(1|2|-/3|-1]3]3]2]|2
Recommended by Board of Studies | 13-11-2024
Approved 3rd ACM Date 30-11-2024
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23AD623 TECHNICAL SEMINAR -1 Ll T| P C

PREAMBLE:

The course ‘“Technical Seminar’ is intended to enable a B.E./B.
Tech graduate to read, understand,present and prepare report
about an academic document. The learner shall search in the
literature including peer reviewed journals, conference, books,
project reports etc, and identify an appropriate
paper/thesis/report in her/his area of interest, in consultation
with her/his seminar coordinator. This course can help the
learner to experience how a presentation can be made about a
selected academic document and empower her/him to prepare

a technical report.

COURSE OBJECTIVES:

e To do Literature surveys in a selected area of study

e To understand an academic document from the literature
and to give a presentation about it

e To prepare a technical report.

GUIDELINES:

e The Department shall form an Internal Assessment
Committee (IAC) for the seminar with academic
coordinator for that program as the Chairperson and
seminar coordinator as member. During the seminar
presentation of a student, all members of IAC shall be
present.

e Formation of IAC shall be completed within a week after
the End Semester Examination (or last working day) of the
previous semester.

e Seminar Coordinator shall provide required input to their
students regarding the selection of topic/ paper.

e Choosing a seminar topic: The topic for a UG seminar
should be current and broad based rather than very
specific research work, beyond the syllabus. Every
member of the project team could choose or be assigned
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Seminar topics that covers various aspects linked to the
Project area.

e A topic/paper relevant to the discipline shall be selected
by the student during the semester break.

e Topic/Paper shall be finalized in the first week of the
semester and shall be submitted to the IAC. The IAC shall
approve the selected topic/paper by the second week of
the semester.

e Accurate references from genuine peer reviewed
published material to be given in the report and to be
verified.

EVALUATION PATTERN

Seminar Coordinator:
40 marks (Background Knowledge - 10 (The coordinator
shall give deserving marks for a candidate based on the
candidate's background knowledge about the topic
selected), Relevance of the paper/topic selected - 10).
(Seminar Diary - 10 (Each student shall maintain a seminar
diary and the coordinator shall monitor the progress of the
seminar work on a weekly basis and shall approve the
entries in the seminar diary during the weekly meeting with
the student), Attendance - 10).

Presentation:
40 marks to be awarded by the IAC (Clarity of presentation
- 10, Interactions - 10 (to be based on the candidate's ability
to answer questions during the interactive session of
her/his presentation), Overall participation - 10 (to be
given based on her/his involvement during interactive
sessions of presentations by other students), Quality of the
slides - 10).

Report:
20 marks to be awarded by the IAC (check for technical
content, overall quality, templates followed, adequacy of
references etc.).

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:
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CO1.

Identify academic documents from the literature which are
related to her/his areas of interest.

CO2:

Survey and apprehend an academic document from the
literature which is related to her/ his areas of interest.

CO3:

Compile a presentation about an academic document.

CO4:| Estimate the Contents using available literature.
CO5:| Defend a presentation about an academic document.
CO6:| Construct a technical report.
POs PSOs
COs  MT2TsT4a[5]6]7[8]9[10[11]12 1 2|3
1 313312211233 ]|2|2|3 2|2
2 313311211233 ]|2|2|3 2|2
3 3131212211133 |1|1|3 |22
4 313(211|1]1(2(2|3|3]|2|1|3 |22
5 313 (211|111 f2|2]2|2|2|3 (1|2
6 3(3(2(1|1({1|1|2)2|2 2|23 |12
Overall
Correlation 3/3(2(1|1(1(1(2|3|{3]|2|2|3 2|2
Recommended by Board of Studies| 13-11-2024
Approved 3{d ACM Date 30-11-2024
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SEMESTER - VII

23AD701 TECHNICAL COMPREHENSION | L | T| P| C

PURPOSE:

To provide a complete review of the topics covered in the
previous semesters, to ensure that a comprehensive
understanding of the subjects is achieved. The student will be
tested as per the guidelines given by national level
examinations like GATE, TANCET etc. It will also help students

to face job interviews and competitive examinations.

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1.

Analyse the phenomena involved in the concerned problem
and solve them.

CO2:

Apply principles to new and unique circumstances.

CO3:

Estimate concepts and principles of concerned branch of

engineering.

CO4:

Distinguish between facts and opinion in the engineering
field.

CO5:

Deduct cause-and-effect relationships of any relationship.

CoOe:

Interpret data from charts and graphs and judge the
relevance of information.

GUIDELINES:

The Department shall form an Internal Assessment
Committee for the Comprehension with Academic
coordinator for that class as the Comprehension Instructor
and Class coordinator as member.

Instructor shall provide required input to their students
regarding the overview of all topics covered in the previous
semesters.

Periodic tests can be conducted to assess students.
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POs PSOs
COs 1/2|/3/4/5/6/7/8{9(10/11(12 1
1 31321 |-|2|1|-|-|~-|-1]1]3 |-]-
2 31211 |-|1|1|-|-|-|-1]1]3 |-]-
3 3131333 |-]-13|-]3|-1]3|31(3]|3
4 312(1(12-|-|1]|-|3]-]3]3 |2]|1
5 3131321 (2-]2|-]2|-1]2|3]|1]|2
6 31313212 -]2|-]2|-1]2|3]|1]|2
Overall
Correlation 3/3(3|3(3(2(1(2F (3]|-13]3 (3|2
Recommended by Board of |13-11-2024
Studies
Approved 3rd ACM| Date |30-11-2024
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23AD711 GENERATIVE Al Ll T|P|C

COURSE OBJECTIVES:

e  Understand the historical evolution and significance of
generative models in Al and distinguish them from
discriminative models.

e Explain the architecture and functioning of various
generative  models, including GANs, VAEs,
autoregressive models, and diffusion models.

e Analyze generative models applied to text, explore
language model structures, attention mechanisms, and
advanced techniques like Retrieval-Augmented
Generation.

e  Explore LSTM in action for retrieval.

e Examine advanced generative methods for creating
paintings, music, and gameplay, including style transfer
and reinforcement learning.

e Apply knowledge of open-source tools, programming
frameworks, and deployment practices for training,
fine-tuning, and deploying generative Al models.

UNITI |INTRODUCTION TO GENERATIVE AI AND 9
FOUNDATIONS

Generative Versus Discriminative Modeling Advances in Machine
Learning - The Rise of Generative Modeling - The Generative
Modeling Framework - Probabilistic Generative Models - The
Challenges of Generative Modeling - Structured and Unstructured
Data - Deep Neural Networks - Keras and TensorFlow- Deep
Neural Network - Loading the Data - Building the Model -
Compiling the Model - Training the Model - Evaluating the Model
- Improving the Model - Convolutional Layers - Batch
Normalization - Dropout Layers

UNITII | VARIATIONAL AUTOENCODERS (VAES) 9

Autoencoders - The Encoder - The Decoder - Joining the Encoder

167
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to the Decoder - Analysis of the Autoencoder - The Variational Art
Exhibition - Building a Variational Autoencoder - The Encoder -
The Loss Function - Analysis of the Variational Autoencoder -
Using VAEs to Generate Faces - Training the VAE - Analysis of the
VAE - Generating New Faces - Latent Space Arithmetic -
Morphing Between Faces

UNIT 111 | GENERATIVE ADVERSARIAL NETWORKS 9
(GANS

Ganimals - Introduction to GANs - The Discriminator - The
Generator - Training the GAN

GAN Challenges - Oscillating Loss - Mode Collapse -
Uninformative Loss - Hyperparameters - Tackling the GAN
Challenges - Wasserstein GAN - Wasserstein Loss

The Lipschitz Constraint - Weight Clipping - Training the WGAN
- Analysis of the WGAN - WGAN-GP - The Gradient Penalty Loss
- Analysis of WGAN-GP

UNIT IV | ADVANCED GENERATIVE MODELS 9

Apples and Organges - CycleGAN - The Generators (U-Net) - The
Discriminators -Compiling the CycleGAN - Training the
CycleGAN - Analysis of the CycleGAN - Creating a CycleGAN to
Paint Like Monet -The Generators (ResNet) - Analysis of the
CycleGAN - Neural Style Transfer -Content Loss -Style Loss -Total
Variance Loss -Running the Neural Style Transfer -Analysis of the
Neural Style Transfer Model - Long Short-Term Memory
Networks - Tokenization -Building the Dataset - The LSTM
Architecture - The Embedding Layer - The LSTM Layer - The
LSTM Cell - Generating New Text -RNN Extensions -Stacked
Recurrent Networks -Gated Recurrent Units -Bidirectional Cells -
Encoder-Decoder Models

UNITV |FUTURE OF GENERATIVE Al 9

Five Years of Progress - The Transformer - Positional Encoding -
Multihead Attention
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- The Decoder - Analysis of the Transformer - BERT - GPT-2 -
MuseNet - Advances Image Generation - ProGAN -Self-Attention
GAN (SAGAN) - BigGAN - StyleGAN
Applications of Generative Modeling - AI Art - Al Music

TOTAL: 45 PERIODS

PRACTICALS:

1.

A

® N

Exploring Generative and Discriminative Models
Probabilistic Modeling and Generative Processes

Building a Basic Transformer for Text Generation
Experimenting with Prompt Engineering and GPT Models
Implementing a Basic GAN for Image Generation

Using a Variational Autoencoder (VAE) for Image
Reconstruction

Style Transfer Using Neural Networks

Generating Music Using Recurrent Neural Networks
(RNN)

Fine-Tuning a Pretrained Generative Model and Deploying
on Hugging Face

10. Project: Develop a multimodal Generative Al application

that generates text, images, and music based on user
inputs.

PERIODS OUTCOMES:

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1.

Compare between generative and discriminative models

CO2:

Illustrate  VAE loss functions and the mathematical
formulation

CO3:

Identify and address common training challenges in GANs

CO4:

Apply the models of GAN to various application

CO5:

Build models using Long Short-Term Memory Networks

COe6:

Apply generative Al to a real-world problem

TEXT BOOKS:

1

David Foster, “Generative Deep Learning”, O'Reily Books,
2024
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REFERENCES:

1 |Denis Rothman, “Transformers for Natural Language
Processing and Computer Vision”, Third Edition , Packt

Books, 2024
2 | Altaf Rehmani, “Generative Al for Everyone”, BlueRose
One, 2024.
POs PSOs
COs  HTaT3[als]6l 789 101112 1 2] 3
1 201 -|-|-|-|-1-12|1]13|3|2]|-]-
2 201 -|-|-]-]-/-12]1([3[3] 2 |-]-
3 31211 |-|-|-|-|-|-|1|-]3|-]|-
4 31211 |-|-|-|-|-|-|1|-]3|-]|-
5 3(211|1|-|-|1|-|-|-]1T]-]3|-]-
6 3j2(1j1f{1f{1f1/1 (11|11} 3 (1|1
Overall
Correlation (2111|1111 }1]2|2|3 |11
Recommended by Board of Studies| 13-11-2024
Approved 34ACM| Date [30-11-2024
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23AD721 PROJECT WORK PHASE-2 LT P|lC

COURSE DESCRIPTION:

Project Phase 2 is a continuation of Project Phase 1,
focusing on implementing the proposed methodology
through fabrication, simulation, or experimental
validation. Students will refine their designs, validate test
problems, and commission setups for final testing. This
phase emphasizes hands-on application, calibration, and
demonstration of results, culminating in a final
presentation and report submission.

COURSE OBJECTIVES:

Implement the proposed methodology to address
engineering problems identified in Phase 1.

Develop and fabricate prototypes or simulate solutions for
the selected project integrating theoretical knowledge with
practical application across hardware and software systems.
Validate solutions through testing ensuring reliability and
performance in both physical and virtual environments.
Enhance problem-solving and critical thinking skills by
troubleshooting and optimizing either experiment setups or
software code to improve results.

Prepare a research manuscript or applying for patent grant

either for design or research.

PROJECT OUTLINE:

Week 1 Review of Phase 1 outcomes and refinement of

proposed methodology.

Week 2 | Material procurement/ software setup for simulation,

and initiation of fabrication/simulation work.

Week 3 | Intermediate fabrication/simulation work and initial

testing or calibration, troubleshooting challenges.
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Week 4 Second Review.

Week 5 | Validation of test problem or refinement of
prototype/simulation

Week 6 | Optimisation of the test setup or solution trials, Data
curation / uncertainty analysis

Week 7 | Final testing of setup or simulation outcomes,
Validation of Data.

Week 8 Third Review

Week 9 | Demonstration of the solution with high level of data
accuracy and precision.

Week 10 | Compilation of Phase 2 results, report writing, and
presentation preparation.

Week 11 | Preparing or publishing of research article/ Filing or
Grant of Patent

Week 12 | Final Viva Voce Presentations.

Individual meetings will be set up on a need’s basis in conjunction

with developing work

EVALUATION:

e The progress of the project is evaluated based on a minimum
of two reviews. The review committee may be constituted by
the Head of the Department. A project report is required at
the end of the semester. The project work is evaluated based
on oral presentation and the project report jointly by external
and internal examiners constituted by the Head of the
Department.

e Assess the depth of understanding demonstrated in the
project’s conceptualization and the ability to answer

questions during public presentations.
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Publication of Research article in indexed journal or Patent

award is necessary at the end of completion of the project.

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1:

Apply appropriate methodologies to implement solutions
for complex engineering problems identified in phase -1
using hardware / software or both systems.

CO2:

Develop existing functional prototypes or simulations
models by integrating theoretical and practical knowledge.

CO3:

Evaluate solutions ensuring compliance with design
specifications.

CO4:

Appraise the performance of solutions by refining designs
or improving algorithms for enhanced outcomes.

CO5:

Collaborate effectively with team members to plan,
manage, and execute engineering projects adhering to
ethical principles and professional standards.

COG6:| Prepare technical reports, impactful presentations that
communicate solutions effectively.
POs PSOs
COs ATa2la[4[5]6]7[8]9]10]11[12|1]2]3
1 3121221223 |3[3|3]3[3|1]|3
2 3(2(2(2|1({2}2|3|3[3|3]3[3|1]|3
3 3121221223 |3[3|3]3[3|1]|3
4 3(2(2(2|1|{1}2|3|3[3|3]3[3|1]|3
5 3(2(2(2|1({22|3|3[3|3|3[3|1]|3
6 3(2(2(2|1{2}2|3|3[3|3|3[3|1]|3
Overall
Correlation 3/12(2|2(1/2|2|3|3[3(3|3|3|1|3

Recommended by Board of Studies| 13-11-2024

Approved 34 ACM Date  [30-11-2024
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23AD722 TECHNICAL SEMINAR - 2 L|T|P|C

PREAMBLE:

The course ‘“Technical Seminar 2’ is intended to be continuation of
Technical Seminar 1. It enables a B.E./B. Tech graduate to read,
understand, present and prepare report about higher level
academic document. The selected topic should be outside the
given syllabus. The learner shall search in the literature / current
affairs including mass media, print media, peer reviewed
journals, conference, books, project reports etc., and identify an
appropriate topic/ paper/thesis/report in her/his area of interest,
in consultation with her/his seminar coordinator. This course can
help the learner to experience how a higher-level presentation can
be made about a selected academic document and empower

her/him to prepare a technical report.

COURSE OBJECTIVES:

e To do Literature surveys in a selected area of study

e To understand an academic document from the literature
and to give a presentation about it

e To prepare a technical report.

GUIDELINES:

e The Department shall form an Internal Assessment
Committee (IAC) for the seminar with academic
coordinator for that program as the Chairperson and
seminar coordinator as member. During the seminar
presentation of a student, all members of IAC shall be
present.

e Formation of IAC shall be completed within a week after
the End Semester Examination (or last working day) of the
previous semester.

e Seminar Coordinator shall provide required input to their
students regarding the selection of topic/ paper.
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Choosing a seminar topic: The topic for a UG seminar

should be current and broad based rather than very

specific research work, beyond the syllabus. Every
member of the project team could choose or be assigned

Seminar topics that covers various aspects linked to the

Project area.

e A topic/paper relevant to the discipline shall be selected
by the student during the semester break.

e Topic/Paper shall be finalized in the first week of the
semester and shall be submitted to the IAC. The IAC shall
approve the selected topic/paper by the second week of
the semester.

e Accurate references from genuine peer reviewed

published material to be given in the report and to be

verified.

EVALUATION PATTERN

Seminar Coordinator:

40 marks (Background Knowledge - 10 (The coordinator
shall give deserving marks for a candidate based on the
candidate's background knowledge about the topic
selected), Relevance of the paper/topic selected - 10).
(Seminar Diary - 10 (Each student shall maintain a seminar
diary and the coordinator shall monitor the progress of the
seminar work on a weekly basis and shall approve the
entries in the seminar diary during the weekly meeting with
the student), Attendance - 10).

Presentation:

40 marks to be awarded by the IAC (Clarity of presentation
- 10, Interactions - 10 (to be based on the candidate's ability
to answer questions during the interactive session of
her/his presentation), Overall participation - 10 (to be
given based on her/his involvement during interactive
sessions of presentations by other students), Quality of the
slides - 10).

Report:

20 marks to be awarded by the IAC (check for technical
content, overall quality, templates followed, adequacy of
references etc.).
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COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Identify academic documents from the literature which are
related to her/his areas of interest.

CO2; Survey and apprehend an academic document from the
literature which is related to her/ his areas of interest.

CO3:| Compile a presentation about an academic document.

CO4:| Estimate the Contents using available literature.

CO5:| Defend a presentation about an academic document.

CO6:| Construct a technical report.

POs PSOs
COs
112|3(4(5/6|7|8(9]10(11|12|1|2]|3
1 313(3|12|12(1]1(2|3(3|2|2(3|2]|2
2 313(3|1|12(1]1(2|3(3]|2|2[3|2]|2
3 313(2|212(1}]1({1|3(3|1|1[3|2]|2
4 313{2|1|1(1}2{2|3(3|2|1(3]|2]|2
5 3132|111 }|1|2|2(2]|2|2|3|1]2
6 3(3|2(1(1|1|1|2(2|22]|2|3|1]|2
Overall
s 313(2|1(1|1|1|2(3|3|2]|2|3(2]|2
Correlation
Recommended by Board of Studies| 13-11-2024
Approved 3[4 ACM Date 30-11-2024

176




SEMESTER -VIII

23AD821 CAPSTONE PROJECT LTI P C
0| 0|20 10

COURSE DESCRIPTION:
Prerequisites:

i) Team segregation.

ii) Identification of Project Guide.

iii) Identification of Area of Interest.

iv) Literature Review on the chosen area of interest.

Zeroth Review needs to be completed in the previous semester by
the project coordinator

The Capstone Project (CP) provides an opportunity for students to
engage in high-level inquiry focusing on an area of specialization
within the engineering field. Capstone projects will be
investigative, practice-centered. All capstones aim to bridge
theory and practice and are aimed to have an impact on the
professional life of students

The aim of the course is to facilitate the development of your
Capstone Projects. Students are encouraged to apply and expend
knowledge gained on teaching and learning throughout the
Bachelor of Engineering Education program as part of this
process

COURSE OBJECTIVES:
The Capstone Project should demonstrate the depth and extent of

knowledge of students
During this course, students will
e Investigate and evaluate prominent literature connected to
your CP.
e Present a clearly articulated investigative framework,

while situating projects within established academic
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practices and/ or ideas.

e Develop and «create practical resources (either
computational or experimental) for the concerned area of
interest in engineering field.

e Offer inquiry-based argumentation for development in the
concerned area within engineering field.

e Summarize the findings in the form of report,

documentation and presentation

PROJECT OUTLINE:

Week 1 | Identification problem.

Week 2 Literature review.

Week 3 | Preliminary work.

Week 4 First review.

Week 5 | Completion of first stage of the Project methodology.

Week 6 | Development.

Week 7 | Testing & Validation.

Week 8 Second review.

Week 9 | Repeatability.

Week 10 | Report correction and Documentation

Week 11 | Third  review-Submission @ of  paper  for
conference/journal

Week 12 | Thesis Correction and Submission

Individual meetings will be set up on a need’s basis in conjunction

with developing work

COURSE OUTCOMES:

After completion of the course, the students will be able to:
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CO1.

Take part in challenging practical problems and find
solutions by formulating proper methodology.

CO2:

Plan research methodology to tackle a specific problem.

CO3:

Construct extensive study on particular research projects.

CO4:

innovative research projects.

Develop experimental and computational studies on

COb5:

Estimate incremental study on existing research projects.

COe:

Take part in real life engineering challenges and propose
appropriate solutions.

POs

PSOs

COs
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Recommended by Board of Studies

13-11-2024

Approved

34 ACM

Date  [30-11-2024
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VERTICAL 1: GENERIC COMPUTER ENGINEERING

23AD031 DIGITAL IMAGE PROCESSING | L | T| P| C
3/0/0|3

COURSE OBJECTIVES:

e Understand digital image processing basics and apply
transformations, operations, and enhancements.

e Apply image enhancement techniques in spatial and
frequency domains to improve image quality.

e Apply image restoration and multi-resolution analysis,
including noise modeling and wavelet transforms.

e Explore image segmentation and feature extraction using
edge detection, region-based segmentation, and methods
like SIFT and SUREF.

e Understand machine learning in image processing,
focusing on classification and clustering techniques like
SVM and unsupervised learning.

UNITI |FUNDAMENTALS OF IMAGE PROCESSING 9

Introduction to Image Processing - Applications - Digital Imaging
System - Sampling and Quantization - Pixel Connectivity - Colour
Models - Image Operations.

UNITII |IMAGE ENHANCEMENT 9

Image Transforms - Fourier Transform - Cosine Transform -
Image Enhancement in Spatial and Frequency Domains - Grey
Level Transformations - Histogram Processing - Spatial Filtering.

UNIT III | IMAGE RESTORATION AND MULTI- 9
RESOLUTION ANALYSIS
Multi-resolution Analysis - Wavelet Transforms - Image

Restoration - Noise and Blur - Image Restoration Algorithms -
Basic Degradation Models - Image Filtering.
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UNIT IV | IMAGE SEGMENTATION AND FEATURE 9

EXTRACTION

Image Segmentation - Edge Detection - Thresholding - Region-
based Segmentation - Feature Extraction - SIFT, SURF - Feature
Reduction - Blob Detection - Segmentation Evaluation Metrics.

UNITV |IMAGE PROCESSING APPLICATIONS 9

Image Classifiers - Support Vector Machines - Image Clustering -
Hierarchical Clustering - EM Algorithm - Face Recognition -

Medical Image Processing.

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1:

Outline the basics of image processing, including how images
are created, processed, and analyzed.

CO2:

Make use of techniques to enhance image quality in both
spatial and frequency domains.

CO3:

Apply image restoration techniques using multi-resolution
analysis.

CO4:

Utilize different image segmentation techniques, such as
edge detection and region-based segmentation.

CO5:

Apply feature extraction methods (e.g., SIFT, SURF) and
understand the importance of feature reduction in image
processing tasks.

COe:

Interpret image classification and clustering algorithms for
various image processing applications, such as object
recognition and image analysis.

TEXT BOOKS:

1

Rafael C. Gonzalez, Richard E. Woods, ‘Digital Image
Processing’, Pearson, Third Edition,2010.

Anil K. Jain, ‘Fundamentals of Digital Image Processing’,
Pearson, 2002.
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REFERENCES:

1 | Kenneth R. Castleman, ‘Digital Image Processing’, Pearson,
2006.

2 | Rafael C. Gonzalez, Richard E. Woods, Steven Eddins,
‘Digital Image Processing using MATLAB’, Pearson
Education, Inc., 2011.

3 |D,E. Dudgeon and RM. Mersereau, ‘Multidimensional
Digital Signal Processing’, Prentice Hall Professional
Technical Reference, 1990.

4 | William K. Pratt, ‘Digital Image Processing’, John Wiley, New
York, 2002 5. Milan Sonka et al ‘Image processing, analysis
and machine vision’, Brookes/Cole, Vikas Publishing House,
2nd edition, 1999.

POs PSOs
S 1{2{3|4|5/6/7|8,9/10{11|12|12|3
1 201 -|-]=-|2|-|-|-|1 |21 |2}{--
2 3|2|1|1|1|2)-|-|-|1]3|-]|3|1]-
3 32|11 |1|2|-f-|-f1[3|-13[|1]-
4 R i e b o e s o
5 3l2|1|1|1|2|-|-|-|1[3|-|3]|1]-
6 2|1 -|-|-|1F |2|-|1}|2]|1|2|-]1
Overall
Correlati0n321112-111 311 (3|11
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23AD032 | UNIFIED MODELING LANGAUGE | L|T| P|C

COURSE OBJECTIVES:

e To learn the fundamentals of object oriented software
development process.

e To know the concepts of object oriented methodology and
workflow.

e To explain class design, interface types and polymorphism.

e To describe patterns and GUI programming

e To study the various framework, multi-threading and design|

pattern.
UNIT I UNIFIED PROCESS AND USE CASE 6
DIAGRAMS

Introduction to OOAD with OO Basics — Unified Process — UML
diagrams — Use Case -Case study — the Next Gen POS system,
Inception -Use case Modelling — Relating Use cases — include,
extend and generalization — When to use Use-cases

UNITII |STATIC UML DIAGRAMS 6
Class Diagram—- Elaboration — Domain Model — Finding
conceptual classes and description classes — Associations —

Attributes — Domain model refinement — Finding conceptual
class Hierarchies — Aggregation and Composition —
Relationship between sequence diagrams and use cases — When
to use Class Diagrams

UNIT III | DYNAMIC AND IMPLEMENTATION UML 6
DIAGRAMS

Dynamic Diagrams — UML interaction diagrams — System
sequence diagram — Collaboration diagram — When to use
Communication Diagrams — State machine diagram and
Modelling ~-When to use State Diagrams — Activity diagram —
When to use activity diagrams Implementation Diagrams — UML

package diagram.

UNIT IV | DESIGN PATTERNS 6
GRASP: Designing objects with responsibilities — Creator —
Information expert — Low Coupling — High Cohesion —
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Controller Design Patterns — creational — factory method —
structural — Bridge — Adapter — behavioural — Strategy —
observer ~Applying GoF design patterns — Mapping design to
code

UNITV |TESTING 9

Object Oriented Methodologies — Software Quality Assurance —
Impact of object orientation on Testing — Develop Test Cases and
Test Plans

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1. Create standard UML diagrams using a UML modeling tool

for a given case study, and how can the design be mapped

to code and implemented in a three-layered architecture?

Additionally, how can the developed code be tested to

ensure it satisfies the Software Requirements Specification

(SRS)

Identify a software system that needs to be developed.

3. Document the Software Requirements Specification (SRS)

for the identified system.

Identify use cases and develop the Use Case model.

5. Ientify the conceptual classes and develop a Domain Model
and also derive a Class Diagram from that.

6. Using the identified scenarios, find the interaction between
objects and represent them using UML Sequence and
Collaboration Diagrams

7. Draw relevant State Chart and Activity Diagrams for the
same system.

8. Implement the system as per the detailed design

9. Test the software system for all the scenarios identified as
per the use-case diagram.

10. Improve the reusability and maintainability of the software
system by applying appropriate design patterns.

11. Implement the modified system and test it for various
scenarios.

N

=

TOTAL:30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:
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CO1:| Summarize the basic concepts of UML modelling

CO2; Explain the various object-oriented design process

CO3:| Hllustrate dynamic UML diagrams used for software design

CO4:| Identify various scenarios based on software requirements

CO5:| Construct UML based software design into pattern-based
design using design patterns

CO6:| Explain the various testing methodologies for OO software

TEXT BOOKS:

1 | Grady Booch, James Rumbaugh, Ivar Jacobson, “The Unified
Modeling Language User guide”, Pearson Education 2nd
edition (2009).

2 | Cay Horstmann,”Object-Oriented Design and Patterns”,
Wiley India edition 2004, New Delhi, India.

REFERENCES:

1 | Meilir Page-Jones, “Fundamentals of Object Oriented
Design in UML”, Pearson Education and NewYork 2000.

2 | Craig Larman , “An introduction to Object -Oriented
Analysis and Design and Unified Process Appling UML and
Patterns”, 3rdedition,Pearson Education,2005, New Delhi,
India.

3 |John W. Satzinger, Robert B Jackson, Stephen D Burd
,”Object-Oriented Analysis and Design with theUnified
Process”, Cengage learning 2004, India.

COs POs PSOs

1/2(3/4|5/6(7(8/9(10{11|12|1|2]|3
1 201 -]-]-[1|-12|-]1|2|1]2|-|2
2 21| -|-|1|2|-(3]|-{1|3]-[3|1]|3
3 21| -|-|1|2|-(3]|-{1|3]-[3|1]|3
4 3/2(1(1|1{2}-(3|-|1|3]|-]3|1|3
5 3(2|1(1|1}2|-3|-]1(3]|-]3]1|3
6 201 -]-]-[1|-12|-]1|2|1|2|-|2
Overall

. [3|2|1{1/1|2|-|3|1{1 (3|1 (3|13
Correlation
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23AD033 WEB ESSENTIALS L|T|P|C

COURSE OBJECTIVES:

e To learn the fundamentals of internet technologies and
develop interactive websites using HTML, CSS and Web2.0.

e To know the concepts of client-side scripting.

e To emphasis server-side scripting.

e To develop web applications using PHP and XML.

e To study the various web application framework and recent
tools

UNIT I WEB TECHNOLOGY FUNDAMENTALS 9

Introduction - The internet- World Wide Web- Client -Server
Communication- HTTP Protocol: Request and Response Message-
Web Servers-Web Clients.

Frontend frameworks HTML5 - Tags - Tables - Lists -
Formatting- Colors - Links - Image - Favicons - HTML5 Control
Elements - HTML Iframes- HTML Symbols and Emojis - CSS3 -
Inline, Embedded and External Style Sheets - Rule Cascading -
Inheritance - Backgrounds - Border Images - Colors - Shadows -
Text - Transformations - Transitions - Animations. Bootstrap
Framework

UNITII | CLIENT-SIDE SCRIPTING 9

Introduction to JavaScript - JavaScript DOM Model - Exception
Handling - Validation Built-in Objects - Event Handling- DHTML
with JavaScript- JSON Introduction - Syntax - Function Files

UNIT III | SERVER- SIDE JAVA SCRIPTING 9

Servlets: Java Servlet Architecture- Servlet Life Cycle- Form GET
and POST actions- Session Handling- Understanding Cookies-
DATABASE CONNECTIVITY: JDBC

UNIT IV |WEB DEVELOPMENT TOOL 9

PHP: Introduction - Declaring Variables, Data Types, Arrays,
Strings, Operations, Expressions, Control Structures, Functions,
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Reading Data from Web Form Controls like Text Boxes, Radio
Buttons, Lists , Handling File Uploads, Connecting to database
My SQL as reference), Executing Simple Queries, Handling
Results, Handling Sessions and Cookies - File Handling

XML: Introduction to XML, Defining XML Tags, Attributes and
Values, Document Type Definition, XML Schemas, Document
Object model, XHTML - Parsing XML Data - DOM and SAX
parsers in Java

UNITV |WEB APPLICATION FRAMEWORK AND 9
RECENT TOOLS

Angularjs- MVC Architecture- Basic Declaration -Tables- Forms -
Events - Directives - Modules-JS: React - VUE - Meteor - Firebase.

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1. Create a webpage with HTML describing your department.
Use paragraph and list tags, apply colors, use header fonts
and styling, insert images, create links.

2. Create a table to show your class time-table. Use and tags to
provide a layout to the above page instead of a table layout.
Use frames such that page is divided into 3 frames 20% on
left to show contents of pages, 60% in center to show body
of page, remaining on right to show remarks. Embed audio
and video into the page

3. Create a simple interactive form by applying in-line CSS
using the elements of CSS.

4. Write a Client Side Scripts for Validating Web Form
Controls using DHTML.

5. Installation of Apache Tomcat web server.

6. Write programs in Java using Servlets:

a. Toinvoke servlets from HTML forms.
b. Session Tracking

7. Build a dynamic webpage using PHP that involves
displaying and updating user information.

8. Write programs in Java to create three-tier applications
using JSP and Databases.
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a. For conducting on-line examination.
b. For displaying student mark list. Assume that
student information is available in a database which
has been stored in a database serverDevelop a
simple GUI based database application and
incorporate all the above-mentioned features.
Develop a currency converter application that allows users
to input an amount in one currency and convert it to
another. For the sake of this challenge, you can use a hard-
coded exchange rate. Take advantage of React state and
event handlers to manage the input and conversion
calculations.

TOTAL:30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Explain the basics of world wide web, protocols and identify
the roles of webservers and web clients.

CO2: Demonstrate the concepts of JavaScript and develop form
using JavaScript.

CO3;| Develop form handling using servlets.

CO4: Apply fundamental PHP syntax to declare variables, data
types , control structures and connecting to database in the
development of web-based applications.

CO5;| Construct and manipulate the data in XML format

COG6: Develop interactive web applications using recent
frameworks and tools.

TEXT BOOKS:

1 | Deitel and Deitel and Nieto, “Internet and World Wide Web
- How to Program”, 5th Edition, Prentice Hall, 2011.

2 | Jeffrey C and Jackson, “Web Technologies A Computer
Science Perspective”, Pearson Education, 2011.

REFERENCES:

1 | Doguhan Uluca ,”Angular 6 for Enterprise-Ready Web
Applications”, 1st edition, Packt Publishing.
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2 | Stephen Wynkoop and John Burke “Running a Perfect

Website”, QUE, 2nd Edition,1999.

3 | Chris Bates, “Web Programming - Building Intranet

Applications”, 3rd Edition, Wiley Publications, 2009.

4 | Gopalan N.P. and Akilandeswari J., “Web Technology”,

Prentice Hall of India, 2011.

5 | UttamK.Roy, “Web Technologies”, Oxford University Press,

2011.

6 |Shyam Seshadri “Angular: Up and Running: Learning

Angular, Step by Step”, 1st edition, O'Reilly.

POs PSOs
COs 1]2[3]4]5]6]7[8]9]10[11]12] 1] 2] 3
1 21 --12-[-[-[1|3[3]1|2]2]-
2 21 - 1-121-[-[1l2]2[1]3[2]21
3 321121 =212 1|al3]2]2
4 321121 -[2l3[1[2]2]3|2]2
5 3(2(1]1]2(1]-203]1|2[2[3[2]2
6 3(2l1l12]1 2221311322
Overall
Cometana | 31207 |1 2)1 |2 |2 (2] 2 2|2 3|22
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23AD034 SOFTWARE ENGINEERING L|T|P|C

PRINCIPLES 3/0/0|3

COURSE OBJECTIVES:

e The aim of the course is to provide

e To Understand the basics of software engineering
process

e To understand the requirements of the software

e To understand the design engineering

e To understand the testing strategies

e To understand the metric for process

e To understand the metric for product

UNIT I INTRODUCTION TO SOFTWARE 9
ENGINEERING

The evolving role of software, changing nature of software,
software myths. A Generic view of process: Software engineering-
alayered technology, a process framework, the capability maturity
model integration (CMMI), process patterns, process assessment,
personal and team process models. Process models: The waterfall
model, incremental process models, evolutionary process models,
the unified process.

UNITII |SOFTWARE REQUIREMENTS 9

Functional and non-functional requirements, user requirements,
system requirements, interface specification, the software
requirements document. Requirements engineering process:
Feasibility ~studies, requirements elicitation and analysis,
requirements validation, requirements management. System
models: Context models, behavioral models, data models, object
models, structured methods.

UNIT III | DESIGN ENGINEERING 9

Design process and design quality, design concepts, the design
model. Creating an architectural design: software architecture,
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data design, architectural styles and patterns, architectural design,
conceptual model of UML, basic structural modeling, class
diagrams, sequence diagrams, collaboration diagrams, use case
diagrams, component diagrams.

UNIT IV | TESTING STRATEGIES 9

A strategic approach to software testing, test strategies for
conventional software, black-box and white-box testing, validation
testing, system testing, the art of debugging. Product metrics:
Software quality, metrics for analysis model, metrics for design
model, metrics for source code, metrics for testing, metrics for

maintenance.

UNITV | METRICS FOR PROCESS AND PRODUCTS 9

Software measurement, metrics for software quality. Risk
management: Reactive Vs proactive risk strategies, software risks,
risk identification, risk projection, risk refinement, RMMM,
RMMM plan. Quality Management: Quality concepts, software
quality assurance, software reviews, formal technical reviews,
statistical software quality assurance, software reliability, the ISO
9000 quality standards.

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

COL1; Illustrate the software engineering process and framework.

CO2: Identify the end-user requirements into system and software
requirements.

CO3; Identify and apply appropriate software architectures and
patterns to carry out high level design of a system and be
able to critically compare alternative choices.

CO4:| Outline the awareness of testing problems and will be able
to develop a simple testing report

CO5:| Demonstrate the metrics for process

CO6: Demonstrate the metrics for products
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TEXT BOOKS:

1 |Software Engineering, “A practitioner’s Approach- Roger S.
Pressman”, 6th edition, Mc Graw Hill International
Edition,2004.

2 |lan Sommerville , “Software Engineering”, 7th edition,
Pearson Education,2004.

REFERENCES:

1 |James Rambaugh, Ivar Jacobson “The unified modeling
language user guide Grady Booch” , Pearson Education.
1999

2 |James F. Peters, Witold Pedrycz, John Wiley, “Software
Engineering, an Engineering approach” John Wiley and
Sons, 1999

3 | Waman S Jawadekar , “Software Engineering principles and
practice”, The Mc Graw-Hill, 2004

4 | Meiler page-Jones, “Fundamentals of object-oriented design
using UML”,Pearson Education, 1999

POs PSOs
COs . Ta[a[4[5[6]7[8[9]10]11[12| 1] 2|3
1 211|-|-|-|1|1|1|-|-]12]|1|3|-]|1
2 312 (11| -|-|-|-|-|-12]-1]3]|-]-
3 312(1(1|1|-|-|-|1|1|1|1|3|1]-
4 201 (-|-|1|1|1|-|-|-|21|1]2]|1]-
5 201 (-|-|1|1 |1 |-|-|-]|21|1|2]|1]-
6 201 (-|-|1 |1 |1 |-|-|-]|21|1|2]|1]-
Overall |3 1)1y 111|111 1]1]3]1]1
Correlation
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23AD035 DISTRIBUTED SYSTEMS L|T|P|C

COURSE OBJECTIVES:

e To understand the legacy systems of distributed systems

e To introduce the computation and communication models
of distributed systems

e Toillustrate the issues of synchronization and collection of
information in distributed systems

e To describe distributed mutual exclusion and distributed
deadlock detection techniques

e To elucidate agreement protocols and fault tolerance
mechanisms in distributed systems

e To explain the cloud computing models and the underlying
concepts

UNITI |INTRODUCTION 9

Introduction:  Definition-Relation to  Computer System
Components - Motivation - Message - Passing Systems versus
Shared Memory Systems - Primitives for Distributed
Communication - Synchronous versus Asynchronous Executions
- Design Issues and Challenges; A Model of Distributed
Computations: A Distributed Program - A Model of Distributed
Executions - Models of Communication Networks - Global State
of a Distributed System

UNITII |LOGICAL TIME AND GLOBAL STATE 9

Time - Vector Time; Message Ordering and Group
Communication: Message Ordering Paradigms - Asynchronous
Execution with Synchronous Communication - Synchronous
Program Order on Asynchronous System - Group
Communication - Causal Order - Total Order; Global State and
Snapshot Recording Algorithms: Introduction - System Model
and Definitions - Snapshot Algorithms for FIFO Channels.

UNIT III | DISTRIBUTED MUTEX AND DEADLOCK 9

Distributed Mutual exclusion Algorithms: Introduction -

193




Preliminaries - Lamport’'s algorithm - Ricart- Agrawala’s
Algorithm -- Token-Based Algorithms - Suzuki-Kasami’s
Broadcast Algorithm; Deadlock Detection in Distributed Systems:
Introduction - System Model - Preliminaries - Models of
Deadlocks - Chandy-Misra-Haas Algorithm for the AND model
and OR Model.

UNIT IV | RECOVERY AND CONSENSUS 9

Checkpointing and Rollback Recovery: Introduction - Background
and Definitions - Issues in Failure Recovery - Checkpoint-based
Recovery - Coordinated Checkpointing Algorithm- Algorithm for
Asynchronous Checkpointing and Recovery - Consensus and
Agreement Algorithms: Problem Definition - Overview of Results

UNITV |CLOUD COMPUTING 9

The Evolution of Cloud Computing - Comparison between
Cluster, Grid and Cloud Computing - Benefits and Challenges -
Cloud Computing Model- Cloud Computing Services - Elements
of Cloud Security Model - Cloud Security Reference Model-
Virtualizing Physical Computing Resources - Machine or Server
Level Virtualization- Advantages of Virtualization

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Explain the foundations of distributed systems.

CO2;| Interpret various models of computations

CO3;| Solve synchronization and state consistency problems.

CO4: Apply resource sharing techniques in distributed systems.

CO5: Apply working model of consensus and reliability of
distributed systems.

CO6:| Explain the fundamentals of cloud computing.

TEXT BOOKS:

1 |Kshemkalyani Ajay D, Mukesh Singhal, “Distributed
Computing: Principles, Algorithms and Systems”,

194




Cambridge Press, 2011.

2 | Sandeep Bhowmik, “Cloud Computing” Cambridge Press,
2017

REFERENCES:

1 |George Coulouris, Jean Dollimore, Time Kindberg,
“Distributed Systems Concepts and Design”, Fifth Edition,
Pearson Education, 2012.

2 | Pradeep L Sinha, “Distributed Operating Systems: Concepts
and Design”, Prentice Hall of India, 2007.

3 |Nancy A Lynch, “Distributed Algorithms”, Morgan
Kaufman Publishers, 2003.

4 | Arshdeep Bagga, Vijay Madisetti, “ Cloud Computing: A
Hands-On Approach”, Universities Press, 2014.Bernard
Kolman, David R. Hill, “Introductory Linear Educations”,
New Delhi, First Reprint, 2009. Algebra, Pearson.
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23AD036 | CRYPTOGRAPHY ANDNETWORK | L | T| P| C

SECURITY 210/2|3

COURSE OBJECTIVES:

e Understand the basic categories of threats to computers and
networks

e Explain the importance and application of each of
confidentiality, integrity, authentication and availability

e Understand various symmetric key cryptographic
algorithms.

e Describe public-key cryptosystem

¢ Describe various message authentication models

e Understand Intrusions and intrusion detection

UNIT 1 INTRODUCTION 6

Overview of Cryptography and Its Applications - Secure
Communications - Cryptographic Applications - Classical
Cryptosystems - Shift Ciphers - Affine Ciphers - The Vigenere
Cipher - Substitution Ciphers - Sherlock Holmes - The Playfair and
ADFGX Ciphers - Enigma - Basic Number Theory -The Extended
Euclidean Algorithm - The Chinese Remainder Theorem -
Modular Exponentiation - Fermat's Theorem and Euler’s
Theorem - Primitive Roots

UNITII |SYMMETRIC KEY CRYPTOGRAPHY 6

Block Cipher And Data Encryption Standards: Block Cipher
Principles, Data Encryption Standards, The Strength Of Des.
Advanced Encryption Standards: Evaluation Criteria For Aes, The
Aes Cipher.

UNIT III | PUBLIC KEY CRYPTOGRAPHY 6

Asymmetric Key Ciphers: Rsa Cryptosystem - Key Distribution -
Key Management - Diffie Hellman Key Exchange -Elgamal
Cryptosystem - Elliptic Curve Arithmetic-Elliptic Curve

Cryptography.
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UNIT IV | MESSAGE AUTHENTICATION AND 6
INTEGRITY

Authentication requirement - Authentication function - MAC -
Hash function - Security of hash function and MAC - SHA -
Digital signature and authentication protocols - DSS- Entity
Authentication: Biometrics, Passwords, Challenge Response
protocols- Authentication applications - Kerberos, X.509

UNITV | SECURITY PRACTICE AND SYSTEM 6
SECURITY

Electronic Mail Security - Pgp, S/Mime - Ip Security - Web
Security
System Security: Intruders - Malicious Software - Viruses -
Firewalls

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1. Implementation of Caesar Cipher technique
Implement the Play fair Cipher

Implement the Pure Transposition Cipher
Implement DES Encryption and Decryption
Implement the AES Encryption and decryption
Implement RSA Encryption Algorithm
Implementation of Hash Functions

N e N

TOTAL:30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

COL1;| Infer basic security attacks and services

CO2: Hllustrate confidentiality, integrity, authentication and
availability concepts

CO3: Make use of symmetric key algorithms for cryptography

CO4: Make use of asymmetric key algorithms for cryptography
and apply the knowledge of Key Management techniques

CO5;| Utilize the Authentication functions the manner in which

Message Authentication Codes and Hash Functions works
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CO6:| Examine the issues and structure of Authentication Service
and Electronic Mail Security
TEXT BOOKS:
1 | Wade Trappe and Lawrence C. Washington “Introduction to
Cryptography with Coding Theory”, 3rd edition, Pearson,
2020
2 | William Stallings , Cryptography and Network Security:
Principles and Practice, 8th edition, Pearson Education,
India, 2020.
REFERENCES:
1 | Behrouz A. Forouzan, "Cryptography and Network
Security", McGraw Hill, is the 3rd edition (SIE) , 2015
2 | Charlie  Kaufman,  Network  Security: Private
Communication in a Public World, 2nd edition, Prentice
Hall of India, New Delhi, 2002.
3 | Atul Kahate , “Cryptography and Network Security”, 2nd
edition, Tata Mc Grawhill, India, 2008.
4 | Robert Bragg, Mark Rhodes, “Network Security: The
complete reference”, Tata Mc Grawhill, India, 2004.
POs PSOs
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23AD037 DATA COMMUNICATIONS LI T P C

AND NETWORKING 310/0|3

COURSE OBJECTIVES:

e To understand the concept of layering in networks.

e To know the functions of protocols of each layer of TCP/IP
protocol suite.

e To visualize the end-to-end flow of information.

e To learn the functions of network layer and the various
routing protocols

e To familiarize the functions and protocols of the Transport
layer

UNIT I ‘ INTRODUCTION AND APPLICATION LAYER | 9

Data Communication - Networks - Network Types - Protocol
Layering - TCP/IP Protocol Suite - OSI Model - Introduction to
Sockets; Application Layer Protocols: HTTP - FIP - Email
Protocols (SMTP - POP3 - IMAP - MIME) - DNS - SNMP

UNIT I1I ‘ TRANSPORT LAYER 9

Introduction - Transport Layer Protocols: UDP - TCP: Connection
Management - Flow Control - Congestion Control - Congestion
Avoidance (DECbit - RED) - SCTP - Quality of Service

UNIT III ‘ NETWORK LAYER ‘ 9

Switching: Packet Switching - Internet Protocol - IPv4 - IP
Addressing - Subnetting - IPv6 - ARP - RARP - ICMP - DHCP

UNIT IV ‘ ROUTING ‘ 9

Routing Protocols: Unicast Routing - Distance Vector Routing - RIP
- Link State Routing - OSPF - Path Vector Routing - BGP; Multicast
Routing: DVMRP - PIM

UNITV |DATA LINK AND PHYSICAL LAYERS 9

Data Link Layer - Framing - Flow Control - Error Control - Data
Link Layer Protocols - HDLC - PPP - Media Access Control -
Ethernet Basics - CSMA/CD - Virtual LAN - Wireless LAN
(802.11); Physical Layer: Data and Signals - Performance -
Transmission Media - Switching - Circuit Switching

TOTAL : 45 PERIODS
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COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1:

Explain application-layer protocols and their practical
functions in facilitating communication between networked
systems.

CO2:

Apply transport-layer protocols to manage data flow,
congestion, and connection reliability in networking
scenarios.

CO3:

Develop network-layer protocols for addressing and packet-
switching operations

CO4:

Make use of routing protocols for various applications.

CO5:

Identify key concepts of data link layer to improve signal
performance.

COe6:

Identify key concepts of physical layer to improve reliability
in network design

TEXT BOOKS:

1

James E. Kurose, Keith W. Ross, Computer Networking, A
Top-Down Approach Featuring the Internet, Eighth Edition,
Pearson Education, 2021.

2 |Behrouz A. Forouzan, Data Communications and
Networking with TCP/IP Protocol Suite,Sixth Edition TMH,
2022

REFERENCES:

1 |Larry L. Peterson, Bruce S. Davie, Computer Networks: A
Systems Approach, Fifth Edition, Morgan Kaufmann
Publishers Inc., 2012

2 | William Stallings, Data and Computer Communications,
Tenth Edition, Pearson Education, 2013.

POs PSOs
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23AD038 AUTOMATA THEORY AND LI T|IP|C

COMPILER DESIGN 3/0/ 03

COURSE OBJECTIVES:

e To establish a strong foundation in the principles of
automata theory.

e To undertand the formulation and application of regular
expressions and regular languages.

e To analyze the structure and functionality of context-free
grammars (CFG) and pushdown automata (PDA).

e To explore the standard normal forms of context-free
grammars and their applications.

e To illustrate the architecture and operational phases of a
compiler.

e To intrepret methods for intermediate code generation and
optimization strategies to enhance computational
efficiency.

UNITI |AUTOMATA AND REGULAR EXPRESSIONS 9

Introduction to Automata Theory: Need for automata theory,
formal proof basics. Finite Automata (FA): Deterministic Finite
Automata (DFA), Non-deterministic Finite Automata (NFA).
Finite Automata with Epsilon Transitions: Epsilon moves,
conversion of NFA to DFA

UNIT II | REGULAR EXPRESSIONS AND REGULAR 10
LANGUAGES

Regular Expressions: Definition, constructing regular expressions,
applications. Regular Languages: Properties and examples,
equivalence of finite automata and regular expressions.

UNIT III | CONTEXT-FREE GRAMMAR AND 9
PUSHDOWN AUTOMATA

Grammar Types and Chomsky Hierarchy: Classification of
grammars, Chomsky's hierarchy. Context-Free Grammar (CFG):
Definition, derivations, parse trees, ambiguity.

Pushdown Automata (PDA): Definition, language acceptance,
conversion between CFG and PDA
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UNIT IV | NORMAL FORMS AND TURING MACHINES | 9

Normal Forms for CFG: Simplification, Chomsky Normal Form
(CNF), Greibach Normal Form (GNF). Turing Machines (TM):
Definition, language acceptance, TM as integer function computer

UNITV |COMPILATION AND CODE OPTIMIZATION | 9

Syntax Analysis: Token specification, regular expressions to DFA,
parsing (LL(1), SLR, CLR, LALR parsers). Semantic Analysis and
Intermediate Code Generation: Syntax-directed translation, three-
address code, code generation issues. Code Optimization: Loop
and basic block optimization, DAG representation of basic blocks

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Demonstrate knowledge of automata theory and its role in
language recognition, including working with finite
automata (DFA/NFA) for construction, conversion, and
minimization.

CO2: Apply regular expressions and language properties to
pattern recognition, and use the pumping lemma to identify
non-regular languages.

CO3; Construct and interpret context-free grammars (CFG) and
pushdown automata (PDA), demonstrating their
equivalence in language processing.

CO4: Analyze and simplify CFGs using normal forms and explain
the computational role of Turing machines in language
acceptance and computation.

CO5: Design and implement lexical analyzers and parsers,
understanding their components and wusing parsing
techniques like top-down and bottom-up methods.

COG6: Develop strategies for intermediate code generation and
apply optimization techniques, such as loop and data flow

analysis, to enhance compiler performance.
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TEXT BOOKS:

1

Hopcroft J.E., Motwani R. and Ullman J.D., "Introduction to
Automata Theory, Languages and Computations", 3rd
Edition, Pearson Education, 2008..

John C Martin , "Introduction to Languages and the Theory
of Computation", 4th Edition, Tata McGraw Hill, 2011.

REFERENCES:

1

A. V. Aho, Monica S. Lam, Ravi Sethi and Jeffrey D. Ullman,
Compilers: Principles, techniques, and tools, Second Edition,
Pearson Education, 2007.

Harry R Lewis and Christos H Papadimitriou , "Elements of
the Theory of Computation", 2nd Edition, Prentice Hall of
India, 2015.

Peter Linz, "An Introduction to Formal Language and
Automata", 6th Edition, Jones and Bartlett, 2016.

K.L.P.Mishra and N.Chandrasekaran, “Theory of Computer
Science: Automata Languages and Computation”, 3rd
Edition, Prentice Hall of India, 2006..

Andrew A.Appel , Modern Compiler Implementation in
Java, Cambridge University Press; 2nd edition, 2002.

Allen Holub, Compiler Design in C, Prentice Hall, 1990
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VERTICAL 2: ANALYTICAL SCIENCES

23AD039 RESPONSIBLE Al L|T|P|C

3/0/ 0|3

COURSE OBJECTIVES:

e To understand Al basics, misconceptions, responsible Al
principles, and challenges in implementation.

e To understand and analyse biases in Al, fairness metrics,
and mitigation techniques.

e To understand explainability, challenges, methods, and
evaluation for interpretable machine learning models.

e To understand Al safety, security, privacy, and resilience,
including model and data protection.

e To explore ethical issues and implications of Al in various
real-world applications.

UNIT I |INTRODUCTION TO RESPONSIBLE Al 10

Overview of Al - Common misconception of Al - Introduction to
Responsible Al - Characteristics of Responsible Al - Key
principles of responsible Al - Challenges in implementing
responsible Al - ELSI Framework and Al - Safety and Alignment -
Fairness and Privacy.

UNIT II | FAIRNESS AND BIAS 9

Human Bias - Types of biases - Effects of biases on different
demographics - Bias vs Fairness - Sources of Biases - Exploratory
data analysis - Bias Mitigation Techniques - Pre-processing
techniques - In-processing techniques - Post-processing techniques
- Bias detection tools - Overview of fairness in Al - Demographic
parity - Equalized odds - Simpson’s paradox and the risks of
multiple testing - Group fairness and Individual fairness -
Counterfactual fairness - Fairness metrics - Bias and disparity
mitigation with Fairlearn.

EXPLAINABILITY & 9

UNIT I INTERPRETABILITY

Importance of Explainability and Interpretability - Challenges -
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Interpretability through simplification and visualization - Intrinsic
interpretable methods - Post Hoc interpretability - Interpretability
Evaluation methods - Explainability through causality - Model
agnostic Interpretation - LIME (Local Interpretable Model-
agnostic Explanations) - SHAP (SHapley Additive exPlanations).

UNIT IV| SAFETY, SECURITY, AND PRIVACY 9

Overview of safety - security - privacy - resilience - Taxonomy of
Al safety and Security - Adversarial attacks and mitigation - Model
and data security - The ML life cycle - Adopting an ML life cycle
MLOps and ModelOps - Model drift - Data drift - Concept drift -
Privacy-preserving Al techniques- Differential privacy - Federated
learning.

UNIT V | CASE STUDIES 9

COMPAS Algorithm - Google Photos Tagging Controversy -
ProPublica’s Analysis of Recidivism Predictions - Amazon’s Al
Recruiting Tool - Facial Recognition Technology Misidentification
- Al in Healthcare: Predictive Analytics in Patient Care - Tesla
Autopilot and Ethical Implications of Autonomous Vehicles.

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Demonstrate the key concepts of Responsible Al and
evaluate its challenges in implementation.

CO2: Identify types of biases in Al systems and apply bias
mitigation techniques to ensure fairness.

CO3:| Explain the importance of explainability and interpretability
in Al models and apply interpretability methods.

CO4:| Identify safety, security, and privacy issues in Al systems
and implement techniques to mitigate risks.

CO5:| Apply privacy-preserving techniques

CO6: Develop real-world case studies to assess the ethical

implications and impact of Al technologies.
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TEXT BOOKS:

1

Virginia Dignum, “Responsible Artificial Intelligence: How
to Develop and Use Al in a Responsible Way”, 2019.

Adnan Masood, Heather Dawe, “Responsible Al in the
Enterprise”, 2023.

REFERENCES:

1

Beena Ammanath, “Trustworthy Al”, O’ Reilly, 2022.

2

Christoph Molnar “Interpretable Machine Learning”, 1st
Edition, 2019.

I Almeida, “Responsible Al in the Age of Generative Models:
Governance, Ethics and Risk Management”, Now Next Later
Al, 2024.

Silja Voeneky, Philipp Kellmeyer et. al, “The Cambridge
Handbook of Responsible Artificial Intelligence”,

Cambridge University Press, 2022.
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23AD040 NATURAL LANGUAGE LT P C

PROCESSING 210/2|3

COURSE OBJECTIVES:

e Explain fundamental tasks in NLP, including syntax,
semantics, and pragmatics, along with associated
challenges.

e Explore word-level syntax through N-grams, smoothing
techniques.

¢ Explain context-free grammars and parsing techniques.

e Demonstrate linguistic meaning wusing first-order
predicate calculus, syntax-driven semantic analysis, word
sense disambiguation.

e Examine language generation frameworks and machine
translation approaches.

e Analyze discourse structures, reference resolution, and the
architecture of conversational agents for effective natural
language communication.

UNITI |OVERVIEW AND MORPHOLOGY 6

Introduction - Models -and Algorithms - -Regular Expressions
Basic Regular Expression Patterns - Finite State Automata
Understand the wireless sensor network principles. Morphology -
Inflectional Morphology - Derivational Morphology. Finite-State
Morphological Parsing -- Porter Stemmer.

UNITII |WORD LEVEL AND SYNTACTIC 6
ANALYSIS

N-grams Models of Syntax - Counting Words - Unsmoothed N-
grams. Smoothing- Back-off Deleted Interpolation - Entropy -
English Word Classes - Tag sets for English Part of Speech
Tagging-Rule Based Part of Speech Tagging - Stochastic Part of
Speech Tagging - Transformation-Based Tagging.

UNIT III | CONTEXT FREE GRAMMARS 6

Context Free Grammars for English Syntax- Context-Free Rules

207




and Trees -Understand the network simulation tools. Sentence-
Level Constructions-Agreement - Sub Categorization, Parsing -
Top-down - Early Parsing -feature Structures - Probabilistic
Context-Free Grammars.

UNIT IV | SEMANTIC ANALYSIS 6

Representing Meaning-Meaning Structure of Language-First
Order Predicate Calculus Representing Linguistically Relevant
Concepts -Syntax-Driven Semantic Analysis - Semantic
Attachments -Syntax-Driven Analyzer. Robust Analysis - Lexemes
and Their Senses - Internal Structure - Word Sense
Disambiguation -Information Retrieval.

UNITV |LANGUAGE GENERATION AND 6
DISCOURSE ANALYSIS

Discourse -Reference Resolution - Text Coherence -Discourse
Structure - Coherence. Dialog and Conversational Agents - Dialog
Acts - Interpretation -Conversational Agents. Language
Generation-Architecture-Surface  Realizations - Discourse
Planning. Machine Translation -Transfer Metaphor- Interlingua -
Statistical Approaches

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

LIST OF EXPERIMENTS

1. Implement basic text preprocessing steps such as
tokenization, lowercasing, removing punctuation and stop
word removal.

2. Build an N-gram language model using a text corpus,
calculate probabilities, and generate text.

3. Use regular expressions to find patterns in text, such as
identifying dates, phone numbers, or specific words.

4. Implement part-of-speech tagging on a text corpus using
NLTK's pre-trained POS tagger.

5. Perform word sense disambiguation using WordNet to
identify the correct meaning of ambiguous words.
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6. Implement syntactic parsing using a context-free grammar
and visualize the resulting parse tree.

7. Use a pre-trained NER model to identify and classify named
entities like names, locations, and dates in text.

8. Implement a basic morphological parser to analyze word
structures and identify morphemes, including prefixes,
suffixes, and roots.

9. Build a simple sentiment analysis model to classify text as
positive, negative, or neutral using a predefined dataset and
basic machine learning techniques.

TOTAL: 30 PERIODS
COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Outline the internal structure of a word of the natural
language.
CO2: Apply N-grams rules to identify word patterns.
CO3:| Explain the context free grammar.
CO4: Compare and contrast the meaning of the word.
CO5:| Utilize syntax driven semantic analysis.
CO6:| Demonstrate automatic machine translation procedure.
TEXT BOOKS:
1 | C. Manning and H. Schutze, Statistical Natural,
“Foundations of Language Processing. C”, 1st Edition, MIT
Press Cambridge, MA:1999
2 | Daniel Jurafsky and James H Martin,” Speech and Language
Processing: An introduction to Natural Language
Processing, Computational Linguistics and Speech
Recognition”, Prentice Hall, 2nd Edition, 2008
REFERENCES:
1 |Bharati A., Sangal R., Chaitanya, “Natural language
processing: a Paninian perspective”, 1st Edition, PHI, 2000.
2 | Siddiqui T., Tiwary U. S. “Natural language processing and
Information retrieval”, 1st Edition, OUP, 2008.
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23AD041 [ EXPLORATORY DATA ANALYSIS| L | T| P| C

COURSE OBJECTIVES:

e Apply data preprocessing techniques to ensure data
accuracy, consistency, and completeness.

e Develop the ability to use descriptive statistics for
summarizing and interpreting data characteristics.

e Utilize data visualization tools to represent data
distributions, trends, and relationships effectively.

e Implement statistical measures to assess the correlation,
central tendency, and variability in datasets.

e Apply data transformation and feature engineering
techniques to refine data for analysis.

e Create EDA reports that systematically convey insights and
facilitate data-driven decision-making

UNIT 1 FOUNDATIONS OF EXPLORATORY 6
DATA ANALYSIS

Introduction to EDA and its Importance - Basic data structures -
numeric, categorical, ordinal, and time-series data - data sources -
data quality and accuracy - data cleaning: missing values,
duplicate data, handling erroneous entries.

Case Study: Load and inspect a dataset, identify data quality
issues, and document observations.

UNITII | DESCRIPTIVE STATISTICS AND DATA 6
SUMMARIZATION

Univariate Descriptive Statistics: Measures of central tendency -
Measures of spread - Data Distribution Analysis: Distribution
shapes - Understanding and calculating skewness and kurtosis -
Categorical Data Summarization - Frequency tables and cross-
tabulation - Summary statistics for categorical data - Sampling and
Data Partitioning - sampling, random sampling, and stratified
sampling - Train-test splitting and its importance in model
building. Case Study: Calculate and interpret descriptive statistics
on a real-world dataset.
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UNITIII | DATA VISUALIZATION TECHNIQUES | 6
FOR EXPLORATORY ANALYSIS

Univariate Visualizations: Visualizing single variables with
histograms, bar charts, and box plots - Bivariate Visualizations:
Scatter plots, line plots, and bar plots - Understanding
relationships with grouped bar plots and clustered scatter plots -
Multivariate Visualizations: Heatmaps, pair plots, and correlation
matrices - Visualization techniques for high-dimensional data
(facet grids and 3D plots) - Advanced Visualizations and
Storytelling: Choosing the right chart for the data type and
analysis goal Design principles for clear, impactful visualizations
Case Study: Explore relationships and patterns in a dataset with
appropriate visualizations.

UNITIV | DATA TRANSFORMATION AND 6
FEATURE ENGINEERING

Data  Transformation Techniques: Standardization and
normalization of numeric data - Applying log, square root, and
other transformations to handle skewed data -Encoding
Categorical Variables: - Methods of encoding: One-hot encoding,
label encoding, and binary encoding - Handling ordinal data and
rare categories - Feature Engineering: Creating new features from
existing data - Extracting useful features from dates, times, and
textual data - Dimensionality Reduction: - Introduction to
Principal Component Analysis (PCA) and its applications -
Exploratory analysis of reduced data

Case Study: Perform feature engineering and transformation on a
dataset to prepare it for analysis or modeling.

UNITV |ADVANCED TECHNIQUES AND 6
REPORTING IN EDA

Handling Outliers and Anomalies: Outlier detection using z-
scores, IQR method - EDA for Different Data Types: Time series
analysis: Trend, seasonality, and noise - Text data basics: Word
frequencies, word clouds, and term frequency-inverse document
frequency (TF-IDF) - Developing an EDA Report: Structuring an
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EDA report: Introduction, method, findings, and insights -
Communicating findings with charts, graphs, and narrative
summaries

Case Study: Conduct a complete EDA on a new dataset,
identifying insights and presenting findings in a detailed report.

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1. Data loading and Initial Inspection - Load datasets from
various sources (CSV,Excel and SQL) and inspect data
structures.

2. Data Cleaning and Missing Value Treatment - Apply data
cleaning techniques to handle missing values, duplicates,
and outliers.

3. Descriptive Statistics and Data Summarization - Calculate
and interpret key descriptive statistics (mean, median,
mode, variance, standard deviation).

4. Univariate and Bivariate Visualization - Visualize
univariate and bivariate distributions to understand data
patterns.

5. Multivariate Visualization and Correlation Analysis -
Create multivariate visualizations and perform correlation
analysis.

6. Data Transformation and Feature Scaling - Practice data
transformation techniques like standardization,
normalization, and log transformation.

7. Encoding Categorical Variables and Feature Engineering

8. Outlier Detection and Analysis - Detect and handle outliers
in the dataset using statistical and visualization techniques.

9. Comprehensive EDA and Reporting - Conduct a full
exploratory analysis and compile findings into a structured
report.

10. Capstone Project: Conduct a complete EDA on a new
dataset, identifying insights and presenting findings in a
detailed report.

TOTAL : 30 PERIODS
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COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Apply data cleaning and transformation techniques to
improve data quality and prepare datasets for analysis.

CO2: Discover the statistical summaries and visualize
relationships to enhance understanding of data structures.

CO3; Construct visualizations that accurately depict univariate,
bivariate, and multivariate data distribution

CO4:| Discover the results of data transformations to refine dataset
structure.

CO5: Apply feature engineering and dimensionality reduction
techniques to optimize dataset quality.

CO6: Examine findings from EDA and compile structured reports
that highlight critical insights and recommendations.

TEXT BOOKS:

1 | Wes McKinney, "Python for Data Analysis", 2nd Edition,
O'Reilly, 2022

2 | Peter Bruce, Andrew Bruce, “Practical Statistics for Data
Scientists, 2e: 50+ Essential Concepts Using R and
Python”,2nd Edition, O’'Reilly, 2017

REFERENCES:

1 | Foster Provost and Tom Fawcett, "Data Science for Business:
What You Need to Know about Data Mining and Data-
Analytic Thinking", 1st Edition, O'Reilly Media, 2013

2 | Kieran Healy, “"Data Visualization: A  Practical
Introduction", 1st Edition , Princeton University Press, 2018

3 | Max Kuhn and Kjell Johnson "Feature Engineering and
Selection: A Practical Approach for Predictive Models", 1st
Edition, Chapman & Hall/CRC Press, 2019

4 | Roger D. Peng and Elizabeth Matsui,” Exploratory Data
Analysis with R”, 1st Edition, Chapman & Hall/CRC Press,
2018
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23AD042 DATA ANALYTICS L|T|P|C

COURSE OBJECTIVES:

e Provide basic knowledge of business intelligence and
decision support systems.

e Explain about how to model decision support systems and
analyze decisions under certainty, uncertainty, and risk.

e Explore healthcare data analytics and machine learning
basics for healthcare.

¢ Discuss the use of IoT and smart sensors in healthcare.

e Explain data security methods for protecting patient
information in healthcare analytics.

e Investigate deep learning techniques.

UNITI | AN OVERVIEW OF BUSINESS 9
INTELLIGENCE, ANALYTICS, AND
DECISION SUPPORT

Information Systems Support for Decision Making, An Early
Framework for Computerized Decision Support, The Concept of
Decision Support Systems, A Framework for Business Intelligence,
Business Analytics Overview, Brief Introduction to Big Data
Analytics.

UNIT II | MODEL-BASED DECISION MAKING 9

Decision Support Systems modeling, Structure of mathematical
models for decision support, Certainty, Uncertainty, and Risk,
Decision modeling with spreadsheets, Mathematical
programming optimization, Decision Analysis with Decision
Tables and Decision Trees, Multi-Criteria Decision Making With
Pairwise Comparisons.

UNIT III | INTRODUCTION TO HEALTHCARE 9
ANALYSIS

Overview - History of Healthcare Analysis Parameters on medical
care systems- Health care policy- Standardized code sets - Data
Formats - Machine Learning Foundations: Tree Like reasoning,
Probabilistic reasoning and Bayes Theorem, Weighted sum
approach.
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UNIT IV | HEALTH CARE MANAGEMENT 9

IOT- Smart Sensors - Migration of Healthcare Relational database
to NoSQL Cloud Database - Decision Support System - Matrix
block Cipher System - Semantic Framework Analysis - Histogram
bin Shifting and Rc6 Encryption - Clinical Prediction Models -
Visual Analytics for Healthcare.

UNITV |HEALTHCARE AND DEEP LEARNING 9

Introduction on Deep Learning - DFF network CNN- RNN for
Sequences - Biomedical Image and Signal Analysis - Natural
Language Processing and Data Mining for Clinical Data - Mobile
Imaging and Analytics - Clinical Decision Support System.

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Demonstrate business intelligence and decision support
systems and their applications.

CO2: Develop model decision support systems and analyze
decisions in scenarios of certainty, uncertainty, and risk.

CO3: Apply knowledge of healthcare data analytics and machine
learning to address healthcare challenges.

CO4: Identify the role of IoT and smart sensors in improving
healthcare management and operations.

CO?5:| Build and Implement data security methods to ensure the
protection of patient information in healthcare analytics.

CO6:| Utilize deep learning techniques for healthcare applications
such as clinical decision support and biomedical imaging.

TEXT BOOKS:

1 | Ramesh  Sharda, Dursun  Delen, EfraimTurban,
J.E.Aronson,Ting-Peng Liang, David King, “Business
Intelligence and Analytics: System for Decision Support”,
10th Edition, Pearson Global Edition, 2013.

2 | Efraim Turban, Ramesh Sharda, Dursun Delen, and David
King “Decision Support and Business Intelligence Systems”,
9th Edition, Pearson, 2011

3 | Trevor L. Strome “Healthcare Analytics for Quality and
Performance Improvement”, 1st Edition, Wiley, 2013
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4

Chandan K. Reddy and Charu C. Aggarwal “Healthcare
Data Analytics”, 1st Edition, Chapman & Hall/CRC, 2015

REFERENCES:

1

Bharath Ramsundar, Peter Eastman, Patrick Walters, and
Vijay Pande “Deep Learning for the Life Sciences: Applying
Deep Learning to Genomics, Microscopy, Drug Discovery,
and More”, 1st Edition, O'Reilly Media, 2019

Paul Goodwin and George Wright “Decision Analysis for
Management Judgment”, 5th Edition, Wiley, 2014

Cliff Ragsdale “Spreadsheet Modeling and Decision
Analysis: A Practical Introduction to Business Analytics”,
9th Edition, Cengage Learning, 2021

Nathan Marz and James Warren “Big Data: Principles and
Best Practices of Scalable Real-Time Data Systems”, 1st
Edition, Manning Publications, 2015

Farrokh Alemi “Big Data in Healthcare: Statistical Analysis
and Predictive Modeling”, 1st Edition, Auerbach
Publications,2019

Deepak K. Gupta and Nilanjan Dey “Practical Machine
Learning for Healthcare”, 1st Edition, Academic Press, 2022
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23AD043 INTELLIGENT ROBOTS L|T|P|C

COURSE OBJECTIVES:

e To introduce the fundamental concepts and components
of intelligent robotic systems

e To explore various algorithms for perception, planning,
and control in robots

e To understand the integration of Al techniques in robotics
for developing intelligent behaviors

e To analyze the design and development of autonomous
robots for real-world applications

e To evaluate the ethical and societal implications of
intelligent robots

UNITI |INTRODUCTION TO INTELLIGENT 9
ROBOTS

Overview of Robotics and Intelligent Robots- History and
Evolution of Robotics - Components of Robotic Systems: Sensors,
Actuators, and Controllers - Kinematics and Dynamics of Robots -
Introduction to Robotic Operating Systems (ROS).

UNITII | PERCEPTION IN ROBOTICS 9

Sensing and Perception: Camera, Lidar, and Sonar Sensors -
Computer Vision for Robotics: Object Detection, Recognition,
and Tracking - SLAM (Simultaneous Localization and Mapping)
- Sensor Fusion Techniques - Machine Learning for Perception in
Robots

UNIT III | PLANNING AND NAVIGATION 9

Motion Planning: Kinematic and Dynamic Constraints -
Navigation in Unstructured Environments - Obstacle
Avoidance and Reactive Planning - Multi-Robot Coordination
and Swarm Robotics.
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UNITIV | CONTROL AND LEARNING IN 9
ROBOTS

Classical Control: PID Controllers, State-Space Models -
Reinforcement Learning for Robotics Adaptive Control and
.om Demonstration - Human-Robot Interaction and Shared
Control

UNITV | APPLICATIONS AND ETHICAL 9
CONSIDERATIONS

Case Studies of Intelligent Robots: Industrial, Healthcare, and
Service Robots - Ethical and Societal Implications of Intelligent
Robots - Safety and Reliability in Autonomous Robots -
Standards and Regulations for Intelligent Robots - Future
Trends in Robotics: Al-driven Robotics, Human-Robot
Collaboration

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Demonstrate the architecture, components, and basic
functioning of Intelligent robotic systems.

CO2: Utilize perception algorithms sensor technologies for
object detection and environmental mapping in robots.

CO3: Apply path planning and navigation algorithms for
autonomous robot movement in various environments.

CO4: Develop control strategies and integrate advanced
techniques such as reinforcement learning for robotic
behavior and decision-making.

CO5:| Analyze case studies and understand the applications of
intelligent robots across different domains, including
industrial, healthcare, and service sectors.

COG6: Outline the ethical, societal, and safety considerations
related to the deployment and operation of intelligent

robots.
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TEXT BOOKS:

1

John ]J. Craig, “Introduction to Robotics: Mechanics and
Control”,Pearson 4th Edition (2017) (Units I, III, and IV).

Sebastian Thrun, Wolfram Burgard, and Dieter Fox ,
“Probabilistic Robotics" The MIT Press, 1st Edition (2005)
(Unit II)

Patrick Lin, Ryan Jenkins, and Keith Abney, “Robot Ethics
2.0: From Autonomous Cars to Artificial Intelligence"
Oxford University Press 2nd Edition (2017) (Unit V)

REFERENCES:

1

Aaron Martinez and Enrique Fernandez, “Learning ROS
for Robotics Programming”, 2nd Edition, Packt Publishing,
2015.

Roland Siegwart, Illah Reza Nourbakhsh, and Davide
Scaramuzza, “Introduction to Autonomous Mobile
Robots”, 2nd Edition, MIT Press, 2011.

B. K. Ghosh, “Robotics: Fundamental Concepts and
Analysis”, Oxford University Press, 2006.
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23AD044 REINFORCEMENT LEARNING| L| T P|C

COURSE OBJECTIVES:

e To introduce a range of topics related to Reinforcement
Learning and probability concepts.

e To gain knowledge on the Markov Decision Process.

e To understand the Q-Learning and SARSA methods.

¢ To know about Deep Learning in Reinforcement Learning.

e To gain knowledge on Policy Gradient Methods.

UNITI |BASICS OF 9
REINFORCEMENTLEARNING

Introduction ~ to  Reinforcement  Learning-Elements  of
Reinforcement Learning- Scope - History of Reinforcement
Learning- The Agent-Environment Interface - Examples of
Reinforcement Learning - Why Study Reinforcement
Learning - Challenges in Reinforcement Learning - Multi-
arm Bandit Problem.

UNITII | MARKOYV DECISION PROCESSES AND | 9
DYNAMIC
PROGRAMMING

Overview of Markov Chain - Overview of Markov Decision
Process - Model Reinforcement Learning Problem using
MDP - Markov Process - Markov Chain - Markov Decision
Process - Alternative Bellman Equations for value functions -
Optimal policy and optimal value functions - Using Dynamic
programming to solve RL problems- Policy Evaluation - Policy
Improvement - Policy Iteration - Value Iteration.

UNIT III | MONTE CARLO AND TEMPORAL 9
DIFFERENCING

Monte Carlo Introduction - Policy Evaluation - Incremental
Update - Exploration Vs Exploitation - Policy Improvement
- Temporal Differencing Learning - TD Policy Evaluation -
Epilon-Greedy policy - On-policy Vs Off-policy - Q-
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Learning - SARSA Learning - Double Q-Learning -
Applications of Q-Learning - Grid Problems - N-Step
Bootstrapping.

UNIT IV | VALUE FUNCTION APPROXIMATION 9

Linear value function approximation - Challenge of Large-scale
MDP - Value Function approximations - Stochastic Gradient
Descent - Linear value and non-linear value approximation
- Deep neural nets - Naive Deep-Q Learning - Experience
Replay - DON for Games - DQN with Double-Q learning -

Prioritized experience Replay - Advantage Function and

Duelling Network Architecture.

UNITV | ADVANCED DEEP REINFORCEMENT 9
LEARNING

Policy Gradient Methods - Policy-Based methods - Policy
Gradient - REINFORCE - Baseline - Actor-Critic Methods -
Problems with Continuous Action space - Problems with
Standard Methods - Policy Performance Bounds - Proximal Policy
Optimization - Latest Trends - Distributed Reinforcement
Learning - Curiosity Driven Exploration -Random network
Distillation - Planning with AlphaZero.

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

COL1: Intepret different terminologies of RL and Concepts of
Probability.

CO2; Illustrate the Markov Decision Process and Bellman
Equation for learning.

CO3: Apply dynamic programming techniques to the Markov
decision process and Monte Carlo methods

CO4: Build and Implement Time difference learning for real-
world problems

CO5: Apply Approximation methods of learning and Q-
learning technique.
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COe6:

Apply advanced policy gradient methods in
reinforcement learning

TEXT BOOKS:

1

Richard S.Sutton and Andrew G.Barto “Reinforcement
learning: An introduction”, Second Edition, MIT Press,
2019.

Michael Hu, “The Art of Reinforcement Learning -
Fundamentals, Mathematics and Implementations with
Python”, 1st Edition APress, 2024.

REFERENCES:

1

Sudharsan Ravichandiran, Deep Reinforcement Learning
with Python, SecondEdition, Packet Publishing,
Birmingham, 2020.

Csaba Szepesvari, Algorithms for Reinforcement
Learning (Synthesis Lectures on Artificial Intelligence &
Machine Learning)”, 1st Edition, Morgan & Claypool
Publishers, 2010.

Laura Graesser and Wah Loon Keng,”Foundations of
Deep Reinforcement learning: theory and Practice in
Python”, 1st Edition, Pearson India, New Delhi, 2022.
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23AD045 DATA EXPLORATION AND L|T|P| C
VISUALIZATION 210(2]3
COURSE OBJECTIVES:
e Understand the core principles of Exploratory Data
Analysis (EDA)

e Utilize various EDA tools and techniques to perform
descriptive statistics, data transformation, and time series
analysis.

e Analyze univariate, bivariate, and multivariate data using
appropriate statistical and visualization methods to
understand relationships and patterns.

e Implement 2D and 3D data visualization techniques

e Design interactive visualizations for text and document
data

UNITI |THE FUNDAMENTALS OF EXPLORATORY 6
DATA ANALYSIS

Overview of EDA - Identifying Data quality - Missing
values - Irregular Cardinality - Outliers - handling data
Quality - Describing Data, Preparing Data Tables,
Understanding  Relationships -  Identifying  and
Understanding Groups, Building Models from Data.

UNITII |EDA TOOLS AND DESCRIPTIVE STATISTICS | 6

Significance of EDA - Comparing EDA with classical and
Bayesian analysis - Software tools for EDA - Visual Aids for
EDA - EDA with Personal Email - Data Transformation -
Descriptive Statistics - Grouping Datasets Correlation - Time
Series Analysis.

UNIT III | UNIVARIATE, BIVARIATE, MULTIVARIATE 6
DATA ANALYSIS

Univariate Data Analysis - Bivariate Association -
Regression Analysis - Cluster Analysis - Visualization
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Design Principles — Tables - Univariate Data Visualization -
Bivariate Data Visualization - Multivariate Data Visualization
- Visualizing Groups - Dynamic Techniques.

UNIT IV | DATA VISUALIZATION (2D/ 3D) 6

Simple Line Plots - Simple Scatter Plots - Visualizing Errors -
Density and Contour Plots - Histograms, Binnings, and
Density - Customizing Plot Legends - Customizing
Colorbars - Multiple Subplots - Text and Annotation -
Customizing Ticks - Customizing Stylesheets - Three-
Dimensional Plots - Geographic Data with Basemap -
Visualization with Seaborn.

UNITV |INTERACTIVE DATA VISUALIZATION 6

Text and Document Visualization - Levels of Text
Representations -Single Document Visualizations -
Document Collection Visualizations- Interaction Concepts
and Techniques - Designing Effective Visualizations -
Comparing and Evaluating Visualization Techniques -
Visualization Systems - Systems based on Data Type -
Systems based on Analysis Type - Text Analysis and
Visualization - Modern Integrated Visualization Systems.

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

LIST OF EXPERIMENTS

1. Generate the data quality report in terms of identifying
missing values, irregular cardinality and outliers for an
insurance company.

2. Descriptive feature identification for predicting a target
feature by visualizing relationships.

3. Data preparation for Exploration using normalization,
binning and sampling methods.

4. Design and create data visualizations.
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Conduct exploratory data analysis using visualization.

Craft visual presentations of data for effective

communication.

7. Use knowledge of perception and cognition to evaluate
visualization design alternatives.

8. Design and evaluate color palettes for visualization based on
principles of perception.

9. Apply data transformations such as aggregation and
filtering for visualization.

10. Develop data exploration and visualization for an
application - Mini Project

TOTAL: 30 PERIODS
COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1; Illustrate fundamentals of exploratory data analysis and its
commonly used techniques.

CO2: Apply statistical concepts to analyze data and explore the
tools used for EDA.

CO3:| Develop multivariate data visualization and analysis.

CO4:| Interpret results of exploratory data analysis using
stylesheets

CO5;| Build and Implement visualization techniques in web for
applications

CO6:| Apply exploratory data analysis methods using Python.

TEXT BOOKS:

1 | Suresh Kumar Mukhiya, Usman Ahmed, “Hands-On
Exploratory Data Analysis with Python”,1st Edition, Packt
Publishing, 2020.

2 |Jake VanderPlas, “Python Data Science Handbook”,
O'Reilly Media, 1st Edition, December 2016.

REFERENCES:

1 | Thomas Cleff , “Exploratory Data Analysis in Business and
Economics”, Springer International, 2013.

2 | Matthew O. Ward, Georges Grinstein, Daniel Keim,
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“Interactive Data Visualization: Foundations, Techniques,
and Applications”, 2nd Edition, CRC press, 2015.

Glenn ]J. Myatt, Wayne P. Johnson,” Making Sense Of Data
1”, John Wiley & Sons, 2nd Edition, 2014.

Claus O. Wilke, “Fundamentals of Data Visualization”, 1st
Edition, O’reilly publications, 2019

Andy Kirk,” Data Visualisation: A Handbook for Data
Driven Design”, Second Edition, Sage Publications Ltd,
2020.

Mike Kahn, “Data Exploration and Preparation with
BigQuery: A practical guide to cleaning, transforming, and
analyzing data for business insights”, 1st Edition, Kindle
Edition, Packt Publishing, 2023.

Dursun Delen, “Predictive Analytics: Data Mining, Machine
Learning and Data Science for Practitioners”, 1st Edition,
Pearson Business Analytics Series, 2021.
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23AD046 KNOWLEDGE ENGINEERING| L | T| P| C

COURSE OBJECTIVES:

e Understanding Fundamental Concepts Knowledge
Engineering.

e Develop Logical Reasoning Skills

o Explore Semantic Networks and Ontologies

e Apply Advanced Reasoning Techniques

e Integrate Knowledge Representation with Al Systems

UNITI |INTRODUCTION 9

Introduction: Definition and Importance, Types of Knowledge:
Declarative Knowledge, Procedural Knowledge, Meta-
Knowledge, Historical Background: Evolution of Knowledge
Representation in Al, Key Concepts: Ontology, Epistemology,
and the Role of Logic in Knowledge Representation,
Applications: Real-world Examples and Applications in Al
Systems.

UNITII |LOGIC-BASED REPRESENTATION 9

Propositional Logic: Syntax, Semantics, and Inference, First-
Order Logic (FOL): Syntax and Semantics, Quantifiers, and
Inference Mechanisms, Resolution and Unification: Techniques
and Algorithms, Knowledge Bases: Structure, Creation, and
Querying, Automated Reasoning: Tools and Techniques for
Logical Inference.

UNIT IIT | SEMANTIC NETWORKS AND FRAMES 9

Semantic Networks: Concepts, Nodes, Arcs, and Types of
Relationships, Frame-Based Systems: Definition, Structure, and
Examples, Inheritance: Types, Mechanisms, and Issues,
Conceptual Graphs: Basics and Usage in Representing
Knowledge, Applications: Use Cases in Natural Language
Processing and Expert Systems
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UNITIV | ONTOLOGIES AND DESCRIPTION 9
LOGICS

Ontologies: Definition, Components, and Development
Processes, Concepts and Instances - Generalization Hierarchies
- Object Features - Defining Features - Representation,
Description Logics: Basics, Syntax, Semantics, and Reasoning,
Ontology Engineering: Tools, Methodologies, and Best
Practices, Case Studies: Real-world Applications and Success

Stories.

UNITV | ADVANCE TOPICS IN KNOWLEDGE 9
REPRESENTATION

Probabilistic Reasoning: Bayesian Networks and Markov
Models, Temporal and Spatial Representation: Methods and
Applications, Non-Monotonic Reasoning: Default Logic,
Circumscription, and Belief Revision, learning from
Knowledge: Integrating Machine Learning with Knowledge
Representation, Ethical and Practical Considerations:
Challenges, Limitations, and Future Trends in Knowledge
Representation in Al

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Explain Knowledge Representation Techniques.

CO2: Solve complex Al problems through logical inference.

CO3; Identify uncertainty in Al systems effectively.

CO4: Develop Ontologies and represent domain-specific
knowledge in Al applications.

CO5:| Construct Knowledge Representation in Al System:s.

CO6: Apply Ethical and Practical Considerations to develop Al
systems.

TEXT BOOKS:

1 | Stuart Russell, Peter Norvig. Artificial Intelligence: A
Modern Approach, 4th Edition, Pearson, 2021.
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John F. Sowa: Knowledge Representation: Logical,
Philosophical, and  Computational = Foundations,
Brooks/Cole, Thomson Learning, 2000

Ronald J. Brachman, Hector J. Levesque: Knowledge
Representation and Reasoning, Morgan Kaufmann, 2004.

Michael Genesereth, Nils J. Nilsson. Logical Foundations
of Artificial Intelligence. Morgan Kaufmann, 1987.

REFERENCES:

1

Dean Allemang, James Hendler. Semantic Web for the
Working Ontologist, 2nd Edition, Morgan Kaufmann,
2011.

Judea Pearl. Probabilistic Reasoning in Intelligent

Systems, 2nd Edition, Morgan Kaufmann, 1988.
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VERTICAL 3: FULL STACK DEVELOPMENT

23CS031 JAVA FULL STACK L|T|P|C

DEVELOPMENT 210/2|3

COURSE OBJECTIVES:

e To understand and familiarize with JavaScript and
Node]S environments.

e To learn about NoSQL database and basics of MongoDB.

e To acquire knowledge of the React]S frontend.

e To acquire knowledge of the Express]S backend.

e To acquire knowledge of how to develop and create real
time web applications.

UNITI |INTRODUCTION TO JAVA SCRIPT 6

Introduction to JavaScript- Brief history of Node]S and its
alternatives- Installing and setting up Node]S environment -
Introduction to NPM package manager and registry - Introduction
to callbacks and events -File system access and handling streams-
Introduction to common utility modules (OS, Path).

UNITII |INTRODUCTION TO NOSQL DATABASE 6
WITH MONGODB

Introduction to NoSQL -Benefits and disadvantages of NoSQL
databases -Introduction to MongoDB - Installing and setting up
MongoDB environment -Data model design (Embedded and
Normalized) -Database manipulation (Create, Drop, Create and
Drop Collections) -Document manipulation (Insert, Delete,
Update, Query (Limit, Sort, Aggregation )) -Projection
Introduction and setting up Mongoose ORM -Handling models
and queries with Mongoose.

UNIT III | FRONTEND DEVELOPMENT WITH REACT JS| 6

Introduction to React]S -Installation and creating a basic React
application -Introduction to JSX- Components and props- State
and lifecycle -Events and effects -Conditional rendering -
Introduction to HTTP requests and fetch -Making HTTP GET and
POST requests- Handling data from APL
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UNIT IV | BACKEND DEVELOPMENT WITH EXPRESS 6
JS

Introduction to Express]S- Separating the tasks of frontend and
backend -Installing and setting up Express]S environment-
Introduction to APIs -Routing and URL building -Error handling-
Project directory structuring - Handling form data and request
data -Handling and serving files -Authentication using session
keys- Handling request of multiple methods and their placement
(GET, POST, DELETE, PATCH) -Documenting an API.

UNITV | CREATING A FULL STACK WEB 6
APPLICATION

React page with input fields -Extracting and validating data from
input field(s)- Making a HTTP request with data from input
field(s) Using Mongoose with an Express]S application -Inserting
document with data from HTTP request -Writing, handling URL
query parameters and using its values to write queries with
Mongoose -Displaying data returned from backend- Handling
errors in API requests.

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

LIST OF EXPERIMENTS

Develop a Life Line - A Health Assistance Web Application
Develop Employee Timesheet Management System

Build Paytm clone Page

Build Portfolio page

Creating a simple College website using HIML, CSS, and JS.
Develop a Hospital Management System

NSk WD

Develop an Online Banking Application

TOTAL: 30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Explain concepts of JavaScript and its environment.
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CO2: Apply NoSQL databases and develop deeper into it using
MongoDB and performing basic database operations in it.

CO3: Apply the concepts of JSX and React]S to display and
manipulate data in a webpage and to make basic HTTP
requests and handle them.

CO4: Compare the roles of frontend and backend, and to work
with Express]S.

CO5:| Develop complete API and interact with it from the React]S
frontend.

COG6:| Develop and create real time web applications.

TEXT BOOKS:

1 | Herbert Schildt, “Java: The Complete Reference”, 11 th
Edition, McGraw Hill Education, New Delhi, 2019

2 | Bradshaw, Shannon., Brazil, Eoin., Chodorow, MongoDB:
The Definitive Guide: United States: O'Reilly Media, 2019.

3 | Herbert Schildt, “Introducing JavaFX 8 Programming”, 1 st
Edition, McGraw Hill Education, New Delhi, 2015.

4 | Chris Northwood, ‘The Full Stack Developer: Your Essential
Guide to the Everyday Skills” APress; 1st ed. Edition (20
November 2018).

REFERENCES:

1 | ’Expected of a Modern Full Stack Web Developer’, Apress;
1st edition, 2018

2 | Cay S. Horstmann, “Core Java Fundamentals”, Volume 1, 11
th Edition, Prentice Hall, 2018.

3 | Nicholas S. Williams, “Professional Java for Web
Applications”, Wrox Press, 2014.

COs POs PSOs

1{2|3|4|5/6|7|8/9/10/11|12|1|2|3
1 201 -|-|3|-|-|1|-]-]-|11]2]|3]|1
2 3(2(1 (1|1 |-|-|1|-|-]-12]3]|1]|1
3 31211 (2|-|-|2|-|-|-12|3|2]|1
4 31211 (2-|-|2|-|-|-|1|2|2]|1
5 3(2(1(1|2(-|-|1|-|-]-|1]3]|2]|1
6 31211 (2-|-|2|-|-|-|1|3|2]|1
Overall

. (33|11 |2|-|-|1|-|-]-1]12|3]|2]|1
Correlation
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23CS032 MOBILE APP DEVELOPMENT | L|T| P|C

COURSE OBJECTIVES:

e To understand the need and characteristics of mobile
applications

e To design the right user interface for mobile applications.

e To understand the design issues in the development of
mobile applications

e To understand the development procedure for mobile
applications forms

e To develop mobile applications using various tools and

platform

UNITI |INTRODUCTION TO ANDROID OS 6

Android: An Open Platform for Mobile Development- Introducing
the Open Handset Alliance- Introducing the Development
Framework- Developing for Android-Developing for Mobile and
Embedded Devices- Android Development Tools-Introducing the
Application Manifest File -The Android Application Lifecycle.

UNIT II | BUILDING USER INTERFACE AND INTENT 6
CREATIONS

Fundamental Android UI Design- Android User Interface
Fundamentals- Introducing Layouts- The Android Widget
Toolbox- Introducing Intents- Creating Intent Filters and
Broadcast Receivers- Using Internet Services-Connecting to
Google App Engine.

UNIT III | DATABASES AND CONTENT PROVIDERS 6

Introduction on SQLite- Working with SQLite Databases- Creating
Content Providers Native Android Content Providers-
Introducing Services -Using Background Threads- Using Alarms-
Creating and Using Menus and Action Bar Action Items.
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UNIT IV | LOCATION-BASED SERVICES AND 6
WIRELESS SERVICES

Using Location-Based Services-Using the Emulator with Location-
Based Services-Selecting a Location Provider- Finding Your
Current Location- Using Bluetooth-Managing Network and
Internet Connectivity- Managing Wi-Fi.

UNITV | TELEPHONY AND SMS, PUBLISHING 6
APPLICATIONS

Using Telephony - Introducing SMS and MMS - Distributing
Applications-Introducing the Google Play - Getting Started with
Google Play-Publishing Applications.

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

LIST OF EXPERIMENTS

1. Develop an application that uses GUI components, Font and
Colours

2. Develop an application that uses Layout Managers and
event listeners.

3. Write an application that draws basic graphical primitives

on the screen.

Develop an application that makes use of databases

5. Develop an application that makes use of Notification

Manager

Implement an application that uses Multi-threading

7. Develop a native application that uses GPS location
information

8. Implement an application that writes data to the SD card

9. Implement an application that creates an alert upon
receiving a message

10. Write a mobile application that makes use of RSS feed

L

*

TOTAL: 30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Develop an application using Android development
environment
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CO2: Develop mobile application development frameworks and
tools

CO3: Build a mobile application that manages Database
operations

CO4: Develop location based services and wireless environments

CO5:| Develop Telephony Applications for introducing SMS and
MMS

CO6:| Develop applications based on Android OS

TEXT BOOKS:

1 | Lauren Darcey and Shane Conder, “Android Wireless
Application Development”, Pearson Education, 2nd ed.
(2011)

REFERENCES:

1 |Reto Meier, “Professional Android 4 Application
Development”, Wiley, First Edition, 2012

2 | Zigurd Mednieks, Laird Dornin, G. Blake Mike, Masumi
Nakamura, “Programming Android”, O’Reilly, 2ndEdition,
2012.

3 | Alasdair Allan, “iPhone Programming”, O’Reilly, First
Edition, 2010.

POs PSOs
COs 1{2|3|4|5/6|7|8/9/10/11|12|1|2|3
1 3|12|1|1|2|-|-|1|-|- 11321
2 3|2|1|1|2|1|-|11|-]1]1|3[2]|1
3 312(1(1|2|1|-(1|1|1|1|1|3|2]|1
4 312(1(1|2|1|-|1|-]1|1|1|3]|2]|1
5 312112 -1 -1-1-11]3[2]1
6 3|2|1|1|2|1|-|11|-|1]|1|3[|2]|1
Overall
Correlation331121-11 -11]1(|3(2]1
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23CS033 UI AND UX DESIGN LT P C

COURSE OBJECTIVES:

e To provide a sound knowledge in UI & UX.

e To understand the need for Ul and UX.

e To understand the various Research Methods used in
Design.

e To explore the various Tools used in UI & UX.

e To create a wireframe and prototype.

UNITI |FOUNDATIONS OF DESIGN 6

Ul vs. UX Design - Core Stages of Design Thinking - Divergent and
Convergent Thinking - Brainstorming and Game storming -
Observational Empathy.

UNIT II | FOUNDATIONS OF UI DESIGN 6

Visual and Ul Principles - UI Elements and Patterns - Interaction
Behaviors and Principles - Branding - Style Guides.

UNIT III | FOUNDATIONS OF UX DESIGN 6

Introduction to User Experience - Why You Should Care about
User Experience - Understanding User Experience - Defining the
UX Design Process and its Methodology - Research in User
Experience Design - Tools and Method used for Research - User
Needs and its Goals - Know about Business Goals.

UNIT IV | WIREFRAMING, PROTOTYPING AND 6
TESTING

Sketching Principles - Sketching Red Routes - Responsive Design
- Wireframing - Creating Wireflows - Building a Prototype -
Building High-Fidelity Mockups - Designing Efficiently with
Tools- Interaction Patterns - Conducting Usability Tests - Other
Evaluative User Research Methods - Synthesizing Test Findings -
Prototype Iteration.
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UNIT V |RESEARCH, DESIGNING, IDEATING, & 6

INFORMATION ARCHITECTURE

Identifying and Writing Problem Statements - Identifying

Appropriate Research Methods - Creating Personas - Solution

Ideation - Creating User Stories - Creating Scenarios - Flow

Diagrams - Flow Mapping - Information Architecture.

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:
LIST OF EXPERIMENTS
1. Designing a Responsive layout for an societal application
2. Exploring various Ul Interaction Patterns
3. Developing an interface with proper Ul Style Guides
4. Developing Wireflow diagram for application using open

o

o PN

12.

source software

Exploring various open source collaborative interface
Platform

Hands on Design Thinking Process for a new product
Brainstorming feature for proposed product

Defining the Look and Feel of the new Project

Create a Sample Pattern Library for that product (Mood
board, Fonts, Colors based on Ul principles)

. Identify a customer problem to solve.
11.

Conduct end-to-end user research - User research, creating
personas, Ideation Process (User stories, Scenarios), Flow
diagrams, Flow Mapping.

Sketch, design with popular tool and build a prototype and
perform usability testing and Identify improvements.

TOTAL: 30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1.

Build Ul for user Applications.

CO2:

Apply UX design in any product or application.

CO3:

Apply UX Skills in product development.
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CO4:

Apply Sketching principles.

COb5:

Develop Wireframe and Wireflows.

COe6:

Develop Prototype Testing for High-Fidelity Mockups.

TEXT BOOKS:

1

Joel Marsh, “UX for Beginners”, O'Reilly, 2022 Edition

2

Jon Yablonski, “Laws of UX using Psychology to Design
Better Product & Services” O’Reilly,2020.

REFERENCES:

1

Jenifer Tidwell, Charles Brewer, Aynne Valencia,
“Designing Interface” 3 rd Edition, O’Reilly 2020.

Steve Schoger, Adam Wathan “Refactoring UI”, 2018.

Steve Krug, “Don't Make Me Think, Revisited: A
Commonsense Approach to Web & Mobile”, Third Edition,
2015

Jenifer Tidwell, Charles Brewer, and Aynne Valencia,
“Designing Interfaces: Patterns for Effective Interaction
Design" O'Reilly Media ,2020.

https:/ /www.nngroup.com/articles/

https:/ /www.interaction-design.org/literature.
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23CS034 MERN STACK WEB L|T|P|C

DEVELOPMENT 210/2|3

COURSE OBJECTIVES:

e To understand MERN stack architecture

e To enrich the knowledge of different JavaScript libraries
and frameworks

e To understand how Javascript libraries can be used in
front end and backend process

e To understand NoSQL databases

e To build web applications using MERN Stack

UNITI |INTRODUCTION TO MERN STACK 6

MERN Stack Overview, Modular Architecture, MERN support for
modular architecture- Component-Based Frontend Development-
Modular Server-Side Development - Separation of Concerns-
Dependency = Management-  Testing and  Deployment,
Benefits / Features of Using Modular Architecture in MERN App.

UNITII |JAVA SCRIPT AND ECMA SCRIPT 6

JavaScript Fundamentals, Grammar and types, Control flow and
error handling, Loops, Function, Objects, Arrays, Promises,ES6
Let and const, Template literals, Arrow Function, Default
parameter, Async Await.

UNIT III | BACKEND DEVELOPMENT USING Node.js 6
AND Express.js with MONGO DB

Node.js overview, Node.js - basics and setup, Node.js console,
Node.js command utilities,Node.js modules, concepts,Node.js
events, database access ,Nodejs with Expressjs, Express.js
Request/Response, Express.js Get, Expressjs PostExpress.js
Routing, = Express.js = Cookies,Expressjs  File = Upload,
Middleware, Express.js Scaffolding, Template, Migration of data
into MongoDB, MongoDB with Node.js, Services offered by
MongoDB.
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UNIT IV | FRONTEND DEVELOPMENT with React]S 6

Introduction to React: Components, Props, and State, JSX Syntax,
Functional Components vs. Class Components; Advanced React
Concepts: React Hooks: useState, useEffect, useContext.
Component Lifecycle and State Management, Forms and
Controlled Components, React Router and Single Page
Applications (SPA): Setting up React Router for Navigation,
Building a Single Page Application with Multiple Routes.

UNITV |CREATING A WEB APPLICATION USING 6
MERN STACK

Integrating Frontend and Backend, State Management with
Redux, Deployment of Apps, Authentication and Security,
WebSocket and  Real-Time  Applications, Performance
Optimization.

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

LIST OF EXPERIMENTS

1. Create a simple calculator application using React.js

2. Create a simple login form using React.js

Write a node.js program to replace strings using Regular
expression.

Create http server interacting with client using Node.js
Perform CRUD operations using MongoDB

Build migration of data using MongoDB

Create a REST backend API Using Express

Build an web application using React, Node, Express and
MongoDB.

W

NG

TOTAL: 30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Apply the basic components of MERN stack architecture.

CO2: Apply the basic fundamentals of javascript and ECMA
Script.
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CO3:| Build robust server-side applications with Node.js and
Expressjs.

CO4:| Build and interacting with MongoDB databases.

CO5;| Construct dynamic and responsive user interfaces using
React.js.

CO6:| Develop a full stack application using MERN stack.

TEXT BOOKS:

1 | Nabendu Biswas ,”Ultimate Full-Stack Web Development
with MERN: Design, Build, Test and Deploy Production-
Grade Web Applications with MongoDB, Express, React and
Node]S “, Orange Education ,2023

2 | Herbert Schildt, “The Complete Reference-Java”, Tata
Mcgraw- Hill Edition, Eighth Edition, 2014.

REFERENCES:

1 | Adam Freeman,” Mastering Node.js Web Development: Go
on a comprehensive journey from the fundamentals to
advanced web development with Node,js”, Packt
Publishing, 2024.

2 | Greg Lim ,” Beginning MERN Stack: Build and Deploy a
Full Stack MongoDB, Express, React, Node.js App”, Kindle
Edition, 2021.

3 | Shama Hogue,” Full-Stack React Projects: Learn MERN stack
development by building modern web apps using
MongoDB, Express, React, and Node.js”,second edition ,
Packt Publishing2020.

POs PSOs
COs  [qT2[3[4a[5[6[7[8[9[10[11]12]1]2]3
1 3|2|1|1|-|-|-|1|-|-]1]2|3|-]1
2 31201 |(1|-|-|-|1|-]-]21]2|3]-]|1
3 3|12|1|1|3|-|-|1|-|-]1]2|3[3]|1
4 3|12|1|1|3|-|-|1|-|-]1]2|3[3]|1
5 3121 (1|3|-|-|1|-]-]1]2]3|3]|1
6 3|12|1|1|3|-|-|1|-|-]1]2|3[3]|1
Overall
. |3]2|1|1|3]|-|-|1|-|-]1]2|3|3]|1
Correlation
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23CS035 DEVOPS LT P C

COURSE OBJECTIVES:

e To introduce DevOps terminology, definition & concepts

e To understand the different Version control tools like Git,
Mercurial

e To understand the concepts of Continuous Integration/
Continuous Testing/ Continuous Deployment)

e To understand Configuration management using Ansible

e To illustrate the benefits and drive the adoption of cloud-
based Devops tools to solve real world problems

UNITI |INTRODUCTION TO DEVOPS 6

Devops Essentials - Introduction to AWS, GCP, Azure - Version
control systems: Git and Github.

UNIT II | COMPILE AND BUILD USING MAVEN & 6
GRADLE

Introduction, Installation of Maven, POM files, Maven Build
lifecycle, Build phases(compile build, test, package) Maven
Profiles, Maven repositories(local, central, global),Maven plugins,
Maven create and build Artificats, Dependency management,
Installation of Gradle, Understand build usingGradle

UNIT III | CONTINUOUS INTEGRATION USING 6
JENKINS

Install & Configure Jenkins, Jenkins Architecture Overview,
Creating a Jenkins Job, Configuring a Jenkins job, Introduction to
Plugins, Adding Plugins to Jenkins, Commonly used plugins (Git
Plugin, Parameter Plugin, HTML Publisher, Copy Artifact and
Extended choice parameters). Configuring Jenkins to work with
java, Git and Maven, Creating a Jenkins Build and Jenkins
workspace.
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UNIT IV | CONFIGURATION MANAGEMENT USING 6
ANSIBLE

Ansible Introduction, Installation, Ansible master/slave
configuration, YAML basics, Ansible modules, Ansible Inventory
files, Ansible playbooks, Ansible Roles, adhoc commands in
ansible

UNIT V | BUILDING DEVOPS PIPELINES USING 6
AZURE

Create Github Account, Create Repository, Create Azure
Organization, Create a new pipeline, Builda sample code, Modify
azure-pipelines.yaml file.

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:
LIST OF EXPERIMENTS

1. Create Maven Build pipeline in Azure.

2. Run regression tests using Maven Build pipeline in Azure.

3. Install Jenkins in Cloud.

4. Create CI pipeline using Jenkins.

5. Create a CD pipeline in Jenkins and deploy in Cloud.

6. Create an Ansible playbook for a simple web application

infrastructure.
7. Build a simple application using Gradle.
8. Build Devops Pipelines using Azure.
TOTAL: 30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Explain different actions performed through Version control
tools like Git.

CO2; Apply Continuous Integration and Continuous Testing and
Continuous Deployment using Jenkins by building and
automating test cases using Maven & Gradle

CO3:| Deployment using Jenkins by building and automating test
cases using Maven & Gradle.
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CO4:| Develop Pipeline in Jenkins and deploy in cloud.
CO5:| Apply Automated Continuous Deployment.

CO6: Construct configuration management using Ansible.
TEXT BOOKS:

1 | Roberto Vormittag, “A Practical Guide to Git and GitHub for
Windows Users: From Beginner to Expert in Easy Step-By-
Step Exercises”, Second Edition, Kindle Edition, 2016.

2 | Jason Cannon, “Linux for Beginners: An Introduction to the
Linux Operating System and Command Line”, Kindle
Edition, 2014

REFERENCES:

1 |Mitesh Soni ,"Hands-On  Azure Devops: Cicd
Implementation For Mobile, Hybrid, And Web Applications
Using Azure Devops And Microsoft Azure: CICD
Implementation for DevOps and Microsoft Azure”, BPB
Publications, 2020

2 | Jetf Geerling, “ Ansible for DevOps: Server and configuration
management for humans”, Midwestern Mac, LLCFirst
Edition, 2015.

3 | David Johnson, “Ansible for DevOps: Everything You Need
to Know to Use Ansible for DevOps”, Createspace
Independent PubSecond Edition, 2016.

4 | https:/ /www jenkins.io/ user-handbook.pdf

COs POs PSOs
1/2/3(4/5/6{7/8(9/10/11|12|1|2|3
1 201 (- --]-]-|-|-]1-1-1-12]-
2 32|11 |3|-|-|2|-|-]-]-13]3]|2
3 312(1|1|3|-|-(2|-]|-]-]-1]3]3]|2
4 32|11 |3|-|-|2|-|-]-]-13]3]|2
5 312(1 |1 |3|-|-(2|-]|-]-]1-13]|3]|2
6 201 (- -]-|-]-|-|-1-1-]1-12]|-]-
Overall
Correlation32113_-2_ 1382
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http://www.jenkins.io/user-handbook.pdf

23CS038 PYTHON FULL STACK LT PlC

DEVELOPMENT WITH MACHINE| 2| 0| 2| 3
LEARNING

COURSE OBJECTIVES:

e To learn foundational backend development concepts
using Python’s Flask for API development

e To integrate advanced backend features to ensure secure,
efficient, and scalable APIs.

e To build and train machine learning models using Scikit-
Learn, focusing on data preprocessing, model evaluation,
and tuning

e To integrate machine learning models within backend
APIs to enable real-time predictions

e To deploy machine learning applications on Render with
CI/CD pipelines and monitoring for production stability

UNITI |PYTHON FOR BACKEND DEVELOPMENT 6

Backend Fundamentals and REST API Concepts - RESTful
architecture, HTTP methods (GET, POST, PUT, DELETE),
resource-based endpoint design, best practices for REST API
design; Flask Essentials - Setting up Flask, routing and request
handling, working with JSON, custom error handling; Building
CRUD APIs: Implementing create, read, update, and delete
operations using Flask-Introduction to database interactions using
SQLite or in-memory data handling for testing.

UNIT II | ADVANCED BACKEND TECHNIQUES 6

API Security and Authentication - JWT authentication, Flask-
JWT-Extended, role based access control;

Data Processing and Serialization - Handling large datasets in
FLASK, using JSON and XML data serialization formats;
Implementing Caching and Redis- Introduction to Redis, Flask-
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Redis integration, managing cache expiry and invalidation.

UNIT III | MACHINE LEARNING FUNDAMENTALS 6

Types of Machine Learning - Supervised, unsupervised, and
reinforcement  learning,  Supervised Learning Models;
Data Preprocessing and Feature Engineering- Data cleaning
techniques, Scaling and Normalization, Feature Selection and
Engineering; Building Machine Learning Models - Linear
regression and decision trees, Random Forest and SVM;
Model Evaluation and Optimization - Metrics for evaluation,
cross-validation techniques, hyperparameter tuning.

UNIT IV | MACHINE LEARNING MODEL 6
INTEGRATION

Exposing ML Models through APIs - Creating prediction
endpoints in Flask, Formatting input data for predictions and
handling JSON requests; Data Processing for Model Inference -
Data Formatting and Validation , Batch Processing for Efficiency:
Optimizing and Scaling Model Serving- Techniques for faster
inference, asynchronous processing for handling large volumes of
requests; Monitoring and Logging Predictions - Logging
incoming prediction requests and analyzing data distribution,
Health Checks and Error Tracking.

UNITV | DEPLOYMENT AND PRODUCTION 6
READINESS

Render Deployment Essentials- Setting up a Render account and
deploying Flask applications, Environment Configuration;
Preparing ML Models for Deployment- Packaging models and
dependencies for production, Creating Docker containers for
scalable deployments; CI/CD with GitHub Actions - Setting up
GitHub Actions for automated builds and deployments,
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Monitoring and Logging for Production APIs- Real-time

Logging, Error Handling and Alerting.

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

LIST OF EXPERIMENTS

1.

Basic CRUD API Creation: Develop a CRUD API for
managing a library of books with operations for adding,
viewing, editing, and deleting records.

Implementing JWT  Authentication: Set up JWT
authentication to secure the library APL

Using Redis Caching: Add Redis caching to cache frequently
accessed endpoints, such as the “View All Books” endpoint
Data Cleaning and Feature Engineering: Clean a housing
dataset and create engineered features to improve predictive
performance.

Model Building and Evaluation: Train a classification model
using a dataset, evaluating it with accuracy and F1 score
metrics.

Model Prediction API: Develop a Flask API to serve
predictions from a trained ML model.

Prediction Logging: Set up basic logging to track incoming
requests and analyze prediction patterns.

Deploying Flask API on Render: Deploy a Flask-based API
on Render, including environment configuration and
monitoring setup.

CI/CD Setup with GitHub Actions: Automate deployment
of the API with CI/CD, ensuring consistent updates on each

code commit

Mini Projects

1.

Book Recommendation API: Build an API using Flask that
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provides book recommendations based on genre and author.
Integrate data validation to ensure API requests have the
required fields.

2. User Profile API with JWT and Redis: Create a Flask API
where users can view and update their profiles. Implement
JWT-based authentication and use Redis to cache user data
for improved performance.

3. Movie Rating Predictor: Develop a regression model to
predict user ratings for movies based on genre, director, and
other features. Tune the model using cross-validation to
optimize accuracy.

4. Spam Detection API: Develop an API using a pre-trained
spam detection model to classify messages. Implement
logging to track prediction accuracy over time.

5. Sentiment Analysis API with CI/CD on Render: Develop
and deploy a sentiment analysis API, set up CI/CD on
Render to automate redeployment, and implement

monitoring.

TOTAL: 30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Design and implement RESTful APIs using Python and
Flask framework.

CO2: Apply authentication, authorization, and caching
mechanisms to secure and optimize backend applications.

CO3;| Preprocess data and build machine learning models using
Scikit-Learn for regression and classification tasks.

CO4:| Integrate trained machine learning models into Flask APIs
for real-time prediction and analysis.

CO5: Monitor and log backend systems to ensure robustness and
performance in API services.
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CO6: Deploy full-stack machine learning applications using
Render and GitHub Actions with CI/CD practices
TEXT BOOKS:
1 | Miguel Grinberg, Flask Web Development, 2nd Edition,
O'Reilly Media, 2018.
2 | Aurélien Géron, Hands-On Machine Learning with Scikit-
Learn, Keras, and TensorFlow, 2nd Edition, O'Reilly, 2019.
3 | Sebastian Raschka, Python Machine Learning, 3rd Edition,
Packt Publishing, 2019.
REFERENCES:
1 | Mark Bates, Programming Flask, Pragmatic Bookshelf, 2022.
2 |Jason Brownlee, Machine Learning Mastery With Scikit-
Learn, 2021.
3 | GitHub Docs: https:/ /docs.github.com/
4 | Flask Docs: https:/ /flask.palletsprojects.com/
5 | Render Docs: https:/ /render.com/docs
POs PSOs
T 1/2(3|4|5|6|/7[8|9/10{11|12{1|2|3
1 201 - -1-| |-1-|-1-1-1-12]-]|-
2 312 (1|1 |1|-|-(1|-]1|-(1|3]1]|1
3 312111 |1|-|-]1|-|1]-|1[3[1]1
4 312111 -|-|-|-|-|-1]-1-13]-]-+-
5 3121 |1 -|-|-|-|-|-1]-1-13]|-]|-
6 312111 |1|-|-]1|-/1]-|1]3[1]1
Overall
Correlation32111_-1-1 - 111311
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23AD047 SOFTWARE DESIGN L|T|P|C

THINKING 3/0[{0(3
COURSE OBJECTIVES:
e Understand the phases, importance, and methods of
design thinking

e Learn to identify, clarify, and analyze problems, and
use empathetic design to understand user needs.

e Explore techniques for brainstorming, ideation, and
prototyping and learn to create value propositions.

¢ Understand agile principles, compare them with
design thinking, and learn how to use both in software
development and business.

e Learn how to plan and conduct user tests, use feedback
for improvement

UNITI |INTRODUCTION TO DESIGN 9
THINKING

Importance of Design Thinking - Design thinking and
business- Design thinking and product-Phases in design
thinking process - Empathize -Define - Ideate - Prototype -
Steps in immersion activity- Explanation on Moccasin walk-
Flow charts and handouts- Software Development
Methodology - Waterfall model - V -model -Customer
Example.

UNITII |UNDERSTAND, OBSERVE AND DEFINE | 9
THE PROBLEM

Search field determination - Problem clarification -
Understanding of the problem -Problem analysis -
Reformulation of the problem - Observation Phase - Empathetic
desig- Tips for observing - Methods for Empathetic Design
- Point-of-View Phase - Characterization of the target group
- Description of customer needs.
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UNIT III | IDEATION AND PROTOTYPING 9

Ideate Phase -Need, Uses, methods of ideation - Creativity
techniques - Brainstorming - Mind maps - Ideation - Prototype
Phase -Types and Guidelines of prototyping- Story telling-
Importance of prototyping in design thinking - Value proposition
- Guidelines to write value proposition -Lean Startup Method for

Prototype Development - Visualization and presentation
techniques.
UNIT IV | AGILITY AND DESIGN THINKING 9

Agile principles- Agile Methodology Overview-Design
thinking and coding - Agile Methodology - Differences
between agile and design thinking - Complementing agile with
design thinking Extreme Programming -Software Development
using Scrum Framework -Sprints - Design Thinking related
to science and art-Design Thinking in Business-Linking Design
Thinking Solution to Business Challenges

UNITV |TESTING AND IMPLEMENTATION 9

Test Phase - Need to test -User feedback - Conducting a user test
- Guidelines for planning a test - How to test - Desirable, feasible
and viable solutions - Iterate phase- Tips for interviews - Tips for
surveys - Kano Model - Desirability Testing - Conduct of
workshops - Requirements for the space - Material requirements.

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Apply design thinking concepts to give solution for the
problems identified

CO2: Choose appropriate Agile software methodology for faster
development of quality
software

CO3: Describe how to improve collaboration between

development
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CO4: Build and Implement Automated Installations and
Deployments.
CO5: Make use of different transformations of a product or a

service through brainstorming and incremental approach,
etc.

COe:

Construct user testing processes to gather actionable
feedback.

TEXT BOOKS:

1

Robert Stachowiak and Tracey Kelly “Design Thinking in
Software and Al Projects” Apress, 2020.

2 | Michael Lerwick “Mindful Digital Transformation of Teams
Products, Services, Businesses, and Ecosystems" Wiley
Apress, 2020.

REFERENCES:

1 | Christian Mueller-Roterberg, “Handbook of Design
Thinking - Tips & Tools for how to design thinking”, 2018

2 | Jeanne Liedtka and Tim Ogilvie “A design thinking tool kit
for managers”, Columbia university press, 2011.

3 |Tim Brown, Harper Collins “How Design Thinking
Transforms Organizations and Inspires Innovation”,
publisher, 2009.

COs POs PSOs
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23CS044 EXPLAINABLE Al L|T|P|C

COURSE OBJECTIVES:

e To understand the fundamentals of Explainable AI (XAI)

e To learn to interpret various machine learning models.

e To explore model-agnostic XAl techniques for generating
explanations across different models

e To apply XAl methods to deep learning models.

e To evaluate XAl methods and address ethical considerations.

UNITI |INTRODUCTION TO XAI 9

Introduction to Explainable AIl: Motivation, Importance -
Challenges and limitations of black box models - Types of
Explainability - taxonomy of explanations - Interpretability -
Importance of Interpretability - Taxonomy of Interpretability
Methods - Scope of Interpretability - Evaluation of Interpretability
- Properties of Explanations - Human-friendly Explanations

UNITII | INTERPRETABLE MACHINE LEARNING 9
MODELS

Overview of Interpretable Machine Learning - Decision Trees,
Random Forests - principles, interpretation techniques, Rule
based Models - Rule induction, Decision list, rule-based classifiers,
Linear models - Interpreting Coefficients, regularization
techniques, feature selection.

UNIT III | MODEL AGNOSTIC XAI TECHNIQUES 9

Overview of model Agnostic systems - LIME - local feature
importance explanations - SHAP - individual predictions and
feature importance - Partial Dependence Plot - Individual
Conditional Expectation Plot - Counterfactual explanations.

UNIT IV | XAI FOR DEEP LEARNING 9

XA for deep learning models - Gradient-based methods: Grad-
CAM, Integrated gradients, Saliency Maps - Layer wise relevance
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propagation (LRP)- feature visualization- Deep Dream -
Activation Maximization

UNITV |EVALUATION AND ETHICAL 9
CONSIDERATIONS

Evaluating XAI Methods - Metrics and criteria for evaluating
explanation - Human-in-the-loop evaluation - User studies and
feedback - Ethical Considerations in XAI - Bias, fairness, and
transparency - Privacy and security concerns - Social and legal
aspects of XAI - Applications

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1:| Explain the Taxonomy of explanations.

CO2: Explain interpretable machine learning principles of
decision tree, rule based and linear models.

CO3: Apply Model Agnostic XAI techniques, interpret and
explain predictions of machine learning models.

CO4:| Apply XAl techniques for deep learning models

CO5:| Identify XAI methods and Propose innovative solutions to
address ethical considerations.

CO6: Apply XAI techniques in practical scenarios, for real-world
datasets and problems.

TEXT BOOKS:

1 | Christoph Molnar, “Interpretable Machine Learning: A
Guide for Making Black Box Models Explainable”, Springer,
2022.

REFERENCES:

1 |Uday Kamath, John Liu, “Explainable Artificial Intelligence:
An Introduction to Interpretable Machine Learning”, 2021

2 | Leonida Gianfagna, Antonio Di Cecco, Explainable Al with

Python, Springer, 2021.
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3 |Denis Rothman, “Hands-On Explainable AI (XAI) with
Python: Interpret, Visualize, Explain, and Integrate Reliable
Al for Fair, Secure, and Trustworthy AI Apps”, Packt

Publishing Ltd, 2020.
POs PSOs
COs I 9TaT3Ta[5]6l 78] 9 10[11]12| 1] 2] 3
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VERTICAL -4 : COMPUTATIONAL INTELLIGENCE

23AD048 INTELLIGENT AGENTS L T|PC

3/0(0]3

COURSE OBJECTIVES:

e Understand Agent development

e Gain Knowledge in Multi agent and Intelligent agents

e Understanding Agents and security

e Gain Knowledge in Agent Applications

e Apply the principles and methods of intelligent agents to a
small-scale practical problem.

UNIT I FOUNDATIONS OF INTELLIGENT AGENTS 9

Agent Definition, Agent Programming Paradigms, Agent Vs Object,
Aglet, Mobile Agents, Agent Frameworks, Agent Reasoning.
Processes, Threads, Daemons, Components, Java Beans, ActiveX,
Sockets, RPCs, Distributed Computing, Aglets Programming, Jini
Architecture, Actors and Agents, Typed and Proactive Messages.

UNIT II APPLICATIONS CLASSES 9

Theoretical approaches and NASA applications - Agent based
control for multi-UAV information collection- Agent based decision
support system for Glider pilots, Multi agent system in E- Health
Territorial Emergencies

UNITIII | MULTI AGENT SYSTEMS CLASSES 9

Software Agents for computer network security- Multi-Agent
Systems, Ontologies and Negotiation for Dynamic Service
Composition in Multi- Organizational Environmental Management.

UNITIV | INTELLIGENT SOFTWARE AGENTS CLASSES | 9

Interface Agents - Agent Communication Languages - Agent
Knowledge Representation - Agent Adaptability - Belief Desire
Intension - Mobile Agent Applications

UNIT V AGENTS AND SECURITY CLASSES 9

Agent Security Issues - Mobile Agents Security - Protecting Agents
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against Malicious Hosts -Untrusted Agent - Black Box Security -
Authentication for Agents - Security Issues for Aglets

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: | Outline the development of software agents

CO2: | Apply agents in real-world applications, such as UAV control
and decision support systems.

CO3: | Develop multi-agent systems for tasks like network security
and service composition.

CO4: | Demonstrate how intelligent agents communicate, represent
knowledge, and adapt to different situations.

CO5: | Identify security issues in mobile agents and implement
protective measures.

CO6: | Explain agent security techniques, including authentication
and protection against malicious hosts.

TEXT BOOKS:

1 |Jeffrey M. Bradshaw, “Software Agents”, AAAI Press , 1997

2 | Richard Murch, Tony Johnson, “Intelligent Software Agents”,
Prentice Hall , 1999

REFERENCES:

1 | Gerhard Weiss, Multi Agent Systems, “A Modern Approach to
Distributed Artificial Intelligence”, MIT Press , 2016

2 | Mohammad Essaaidi, Maria Ganzha, and Marcin Paprzycki,
“Software Agents, Agent Systems and Their Applications”,

IOS Press , 2012
POs PSOs
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23AD049 IMMERSIVE TECHNOLOGIES LT P C

COURSE OBJECTIVES:

e Understand the fundamentals of immersive technologies,
including VR, AR, MR, and XR.

e Explore hardware and software tools for creating
immersive experiences.

e Develop design principles for immersive applications
across industries.

e [Examine emerging trends and the ethical implications of
immersive technologies.

¢ Gain hands-on experience in developing simple immersive

solutions.
UNIT 1 INTRODUCTION TO IMMERSIVE 6
TECHNOLOGIES

Overview of immersive Technologies: Augmented Reality,Virtual
Reality,Mixed Reality- Evolution of AR/VR Systems -
Components: Hardware and Software - Application in various
domains - Case Studies: Iconic immersive applications and their
impact.

UNITII |FOUNDATIONS OF VIRTUAL REALITY AND, 6
AUGMENTED REALITY

Virtual Reality: Immersion, Interaction, and Presence -Augmented
Reality: Overlays, Tracking and Spatial Mapping - Basics of 3D
Graphics: Rendering, Shading and Transformations - Technology
Stack:Sensors, Displays, Tracking Systems, and Input Devices -
Tools and Frameworks - Current Limitations and Challenges.

UNIT III | DESIGNING FOR IMMERSIVE EXPERIENCE | 6

Principles for Immersive Environments - Narrative Techniques
and Interactivity - Ergonomics and Accessibility(Ul & UX) -
Prototyping and Testing Immersive application

UNITIV |DEVELOPMENT TOOLS AND FRAMEWORKS| 6

Overview of VR/AR development platforms: Unity, Unreal
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Engine, WebXR - Working with Basic Workflows and Scripting -
Introduction to ARKit, ARCore, and Microsoft Mixed Reality
Toolkit - Exploring WebXR for Browser-Based Immersive

Experiences.
UNITV | PIONEERING FRONTIERS AND EMERGING | 6
HORIZONS

Immersive Al - Case Study: Al-Driven Personalization in Virtual
and Augmented Reality, Natural Language Processing for
Conversational Agents in Immersive Environments, Generative Al
for Content Creation in Immersive Technologies - Social VR -
Ethical Considerations and Accessibility in Immersive
Technologies - Emerging Horions: Haptics, Brain-Computer
Interfaces and Holography.

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1. Install AR/VR Framework: Unity

2. Creating a Basic AR Scene

3. Use the primitive objects and apply various projection types
by handling camera.

4. Download objects from asset store and apply various
lighting and shading effects.

5. Model three dimensional objects using various modelling
techniques and apply textures over them

6. Develop Augmented Reality with Marker-Based Tracking.
dd audio and text special effects to the developed
application

7. Creating a Browser-Based AR Experience

8. Building a 3D Environment with Unity

TOTAL:30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Explain the concepts of immersive technologies.

CO2: Summarize the technical building blocks of VR and AR.

CO3:| Apply design principles to create user-friendly immersive
applications.
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CO4:| Build basic VR/ AR applications using software tools.

CO5:| Infer advanced technologies shaping the future of immersive
tech.

COG6:| Illustrate ethical implications and societal impact.

TEXT BOOKS:

1 |Tony Parisi, "Learning Virtual Reality: Developing
Immersive Experiences and Applications for Desktop, Web,
and Mobile", O'Reilly Media, December 2015.

2 | Dieter Schmalstieg and Tobias Hollerer,"Augmented
Reality: Principles and Practice", Addison-Wesley
Professional, 2016.

REFERENCES:

1 |Steven M. LaValle, "Virtual Reality", Cambridge University
Press, 2017.

2 | Gerard Jounghyun Kim, "Designing Virtual Reality Systems:
The Structured Approach", Springer, 2005.

3 |Steve Mann, "Mixed Reality: A New Era of Interaction",
Springer, 2018.

4 |Jason Jerald, "The VR Book: Human-Centered Design for
Virtual Reality", ACM Books, 2016.

POs PSOs
COs 1{2|3|4|5/6|7|8/9/10/11|12|1|2|3
1 201 -|-|1]-|-|-1211]2|3 |2|1]-
2 201 -|-|1]-|-|-12/1]2|3 |2|1]-
3 3(2(1]1(3]|-]-]1[3[3|3|3 |3[|3]|1
4 3(2[1]1(3]-]-]1{3[3|3|3 |3[|3]|1
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23AD050 ETHICS OF Al L|T|P|C

COURSE OBJECTIVES:

e To understand the need for ensuring ethics in Al
e To understand ethical issues with the
development of Al agents
e To apply the ethical considerations in
different Al applications
e To evaluate the relation of ethics with
nature
e To overcome the risk for Human rights and other
fundamental values.

UNIT I INTRODUCTION 6

Definition of morality and ethics in Al-Impact on society-Impact
on human psychology-Impact on the legal system-Impact on the
environment and the planet-Impact on trust

UNITII |ETHICAL INITIATIVES IN Al 6

International ethical initiatives-Ethical harms and concerns-Case
study: healthcare robots, Autonomous Vehicles , Warfare and
weaponization.

UNIT IIT |AI STANDARDS AND REGULATION 6

Model Process for Addressing Ethical Concerns During System
Design - Transparency of Autonomous Systems-Data Privacy
Process- Algorithmic Bias Considerations - Ontological Standard
for Ethically Driven Robotics and Automation Systems

UNIT IV |ROBOETHICS: SOCIAL AND ETHICAL
IMPLICATION OF ROBOTICS

Robot-Roboethics- Ethics and Morality- Moral Theories-Ethics in
Science and Technology - Ethical Issues in an ICT Society-
Harmonization of Principles- Ethics and Professional
Responsibility Roboethics Taxonomy.
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UNITV |AI AND ETHICS- CHALLENGES AND 6
OPPORTUNITIES

Challenges - Opportunities- ethical issues in artificial intelligence-
Societal Issues Concerning the Application of Artificial
Intelligence in Medicine- decision-making role in industries-
National and International Strategies on AL

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1. Case study on ethical initiatives in healthcare, autonomous
vehicles and defense

2. Exploratory data analysis on a 2-variable linear regression
model

3. Experiment the regression model without a bias and with
bias

4. Classification of a dataset from UCI repository using a
perceptron with and without bias

5. Case study on ontology where ethics is at stake.

6. Identification on optimization in Al affecting ethics

TOTAL:30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Summarize about morality and ethics in Al

CO2: Apply the knowledge of real time application ethics, issues
and its challenges.

CO3;| Explain the ethical harms and ethical initiatives in Al

CO4: Demonstrate about Al standards and Regulations like Al
Agent, Safe Design of Autonomous and Semi-Autonomous
Systems

COS5:| Explain the concepts of Roboethics and Morality with
professional responsibilities.

CO6; Classify the societal issues in Al with National and

International Strategies on Al.
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TEXT BOOKS:

1

Virginia Dignum, "Responsible Artificial Intelligence: How
to Develop and Use Al in a Responsible Way", Springer,
2019.

2

Mark Coeckelbergh, "AI Ethics", The MIT Press, 2020.

REFERENCES:

1

Paula Boddington , “Towards a Code of Ethics for Artificial
Intelligence (Artificial Intelligence: Foundations, Theory,
and Algorithms)” November 2017

Mark Coeckelbergh,” Al Ethics”, The MIT Press Essential
Knowledge series, April 2020
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23AD051 FUNDAMENTAL OF SPEECH L|T|P|C

PROCESSING 2,023

COURSE OBJECTIVES:

e To introduce the fundamental concepts of speech
processing and its applications.

e To equip students with the skills to analyze and process
speech signals wusing time and frequency domain
techniques.

e To explore various speech enhancement methods for noise
reduction and quality improvement.

e To provide insights into the development of automatic
speech recognition and speaker recognition systems.

e To teach the principles and techniques behind speech

synthesis and text-to-speech conversion.

UNITI INTRODUCTION TO SPEECH PROCESSING | 6

Overview of speech processing, Applications in speech
recognition, synthesis, and speaker identification, Basics of human
speech production and perception

UNITII |SPEECH SIGNAL REPRESENTATION AND 6
ANALYSIS

Time-domain methods (waveform, short-time energy, zero-
crossing rate), Frequency-domain methods (Fourier Transform,
Spectrogram), Cepstral analysis, Mel-frequency cepstral
coefficients (MFCC)

UNIT IIT | SPEECH ENHANCEMENT AND NOISE 6
REDUCTION

Techniques for noise reduction, Spectral subtraction, Wiener
filtering, Adaptive filtering, Echo cancellation, Voice activity
detection (VAD)

UNITIV |SPEECH RECOGNITION 6

Fundamentals of automatic speech recognition (ASR), Feature
extraction, Acoustic modeling, Language modeling, Hidden
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Markov Models (HMM), Gaussian Mixture Models (GMM), Deep
learning approaches in ASR

UNITV |SPEAKER RECOGNITION AND SYNTHESIS | 6

Speaker identification and verification, Feature extraction for
speaker recognition, Text-to-speech (TTS) synthesis, Formant
synthesis, Concatenative synthesis, Statistical parametric
synthesis, Neural network-based synthesis (e.g., WaveNet)

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1. Speech Signal Analysis

Spectrogram Analysis

Feature Extraction Using MFCC

Speech Enhancement Using Spectral Subtraction
Voice Activity Detection (VAD)

Basic Automatic Speech Recognition (ASR)
Speaker Recognition

Text-to-Speech (TTS) Synthesis

PN LD

TOTAL:30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1;: Outline the basic concepts and components of speech
processing systems, including human speech production
and perception

CO2:| Analyze speech signals using time-domain and frequency-
domain methods, including cepstral analysis and MFCCs

CO3:| Apply speech enhancement techniques such as spectral
subtraction and adaptive filtering to improve speech quality

CO4:| Develop automatic speech recognition systems using feature
extraction, acoustic modeling, and language modeling
techniques

CO5:| Make use of speaker recognition systems for identification
and verification purposes using relevant feature extraction
methods

CO6:| Model text-to-speech systems using various synthesis
techniques, including formant, concatenative, and neural
network-based synthesis
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TEXT BOOKS:

1 |Shaila D. Apte, Speech and Audio Processing, Wiley India
(P) Ltd, New Delhi, 2012
2 | Philipos C. Loizou, Speech Enhancement Theory and
Practice, Second Edition, CRC Press, Inc., United States, 2013
3 [Lawrence Rabiner and Biing-Hwang Juang, Fundamentals
of Speech Recognition, 1st Edition, Prentice Hall
International, 1993.
4 |Dong Yu and Li Deng, Automatic Speech Recognition: A
Deep Learning Approach, 1st Edition, Springer, 2015.
REFERENCES:
1 | Christian Miiller “ Speaker Classification I. Fundamentals,
Features, and Methods’, 1st Edition, Springer, 2007.
2 |Paul Taylor, “T7ext-to-Speech Synthesis’, 1st Edition,
Cambridge University Press, 2009.
3 | AM. Kondoz, “Digital Speech: Coding for Low Bit Rate
Communication Systems’, 2nd Edition, Wiley, 2004.
POs PSOs
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23AD052 EVOLUTIONARY L|T|P|C

COMPUTATION 3/0/0|3

COURSE OBJECTIVES:

e To understand Evolutionary Computation Principles

e To develop a deep understanding of Genetic Algorithms

e To explore various advanced evolutionary algorithms

e To solve multi-criteria decision-making problems.

e To analyze the integration of evolutionary algorithms with
other techniques

UNITI |INTRODUCTION TO EVOLUTIONARY 9
COMPUTATION

Definition and overview of evolutionary computation- Key
concepts: population, fitness, selection, mutation, crossover -
Historical background and inspiration from natural evolution -
Types of evolutionary algorithms: Genetic Algorithms, Genetic
Programming, and Evolutionary Strategies. Applications of
evolutionary computation.

UNITII |GENETIC ALGORITHMS 9

Structure and working of Genetic Algorithms- Selection methods
such as roulette wheel, tournament, rank-based selection -
Crossover techniques like one-point, two-point, uniform crossover
- Mutation operators: bit-flip, swap, scramble -Fitness function and
problem representation- Case studies and applications of Gas

UNIT III | ADVANCED EVOLUTIONARY ALGORITHMS| 9

Evolutionary Programming and Evolutionary Strategies - Genetic
Programming: representation and operators - Differential
Evolution: principles and working - Particle Swarm Optimization
(PSO): swarm behavior, velocity, and position updates -
Comparative analysis of various evolutionary algorithms

UNIT IV |MULTI-OBJECTIVE EVOLUTIONARY 9
ALGORITHMS

Introduction to multi-objective optimization problems - Pareto
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optimality and dominance concepts - NSGA-II (Non-dominated
Sorting Genetic Algorithm) - SPEA2 (Strength Pareto Evolutionary
Algorithm) - Applications of MOEAs in engineering and

optimization
UNITV |HYBRID EVOLUTIONARY ALGORITHMS 9
AND APPLICATIONS

Hybridization with local search methods (memetic algorithms) -
Fuzzy logic and evolutionary algorithms - Applications in
machine learning and data mining - Real-world problem-solving
using hybrid algorithms - Recent trends and future directions in
evolutionary computation

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Explain the core principles of evolutionary computation

CO2: Apply genetic algorithms for optimization problems

CO3; Build and Implement advanced algorithms such as Genetic
Programming

CO4: Apply the concept of multi-objective evolutionary
algorithms

CO5;| Solve the problems using Hybrid techniques

CO6:| Apply ethical and Practical Considerations in evolutionary

computation.

TEXT BOOKS:

1 |Eiben, AE.,, & Smith, J.E. “Introduction to Evolutionary
Computing”, 2nd Edition, Springer, 2015.

2 |Goldberg, D.E. “Genetic Algorithms in Search,
Optimization, and Machine Learning”, 1st Edition, Addison-
Wesley, 1989.

3 |De Jong, K.A. “Evolutionary Computation: A Unified
Approach”, 1st Edition, MIT Press, 2006.

4 | Deb, K.” Multi-Objective Optimization Using Evolutionary
Algorithms”, 1st Edition, Wiley, 2001.
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REFERENCES:

1

Price, K.V., Storn, RM., & Lampinen, J.A. “Differential
Evolution: A Practical Approach to Global Optimization”,
1st Edition, Springer, 2005.

Bonabeau, E., Dorigo, M., & Theraulaz, G. “Swarm
Intelligence: From Natural to Artificial Systems”, 1st Edition,
Oxford University Press, 1999.

Blum, C., Ochoa, G., & Alba, E. “Hybrid Metaheuristics:
Research and Applications”, 1st Edition, Springer, 2011.

Langdon, W.B.,, & Cantt-Paz, E. “Fuzzy Evolutionary
Computation: Recent Advances and Applications”, 1st
Edition, Springer, 2002.
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23AD053 COMPUTER VISION LT P C

COURSE OBJECTIVES:

o To understand the fundamental concepts related to
Image formation and processing.

° To learn feature detection, matching and detection

e  To become familiar with feature-based alignment and
motion estimation

o To develop skills on 3D reconstruction

. To examine practical applications of computer vision

across diverse fields

UNIT I INTRODUCTION TO IMAGE FORMATION 6
AND PROCESSING

Image Processing, Computer Vision, What is Computer Vision -
Low-level, Mid-level, High-level ; Fundamentals of Image
Formation, Transformation: Orthogonal, Euclidean, Affine,
Projective, Fourier Transform, Convolution and Filtering, Image
Enhancement, Restoration, Histogram Processing.

UNITII |FEATURE DETECTION, MATCHING AND 6
SEGMENTATION

Feature Extraction -Edges - Canny, LOG, DOG; Line detectors
(Hough Transform), Corners - Harris and Hessian Affine,
Orientation Histogram - Points and patches - Segmentation -
Active contours - Split and merge - Mean shift and mode finding -
Normalized cuts - Graph cuts

UNIT IIT | FEATURE-BASED ALIGNMENT & MOTION 6
ESTIMATION

2D and 3D feature-based alignment - Pose estimation - Geometric
intrinsic calibration - Triangulation - Two-frame structure from
motion - Factorization - Bundle adjustment - Constrained structure
and motion - Translational alignment - Parametric motion - Spline-
based motion - Optical flow - Layered motion.
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UNITIV |3D RECONSTRUCTION 6

Shape from X - Active rangefinding - Surface representations -

Point-based representations - Volumetric representations - Model-

based reconstruction - Recovering texture maps and albedosos.

UNITV |APPLICATIONS 6

Overview of Diverse Computer Vision Applications: Document

Image Analysis, Biometrics, Object Recognition, Tracking, Medical

Image Analysis, Content-Based Image Retrieval, Video Data

Processing, Virtual Reality and Augmented Reality.

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1.

Basic Image Processing - loading images, Cropping,
Resizing, Thresholding, Contour analysis, Blob detection

2. Image Annotation - Drawing lines, text circle, rectangle,
ellipse on images
3. Image Enhancement - Understanding Color spaces, color
space conversion, Histogram equialization, Convolution,
Image smoothing, Gradients, Edge Detection
4. TImage Features and Image Alignment - Image transforms -
Fourier, Hough, Extract ORB Image features, Feature
matching, cloning, Feature matching based image
alignment
5. Image segmentation using Graphcut / Grabcut
6. 3D Reconstruction - Creating Depth map from stereo
images
7. Object Detection and Tracking using Kalman Filter,
Camshift
TOTAL:30 PERIODS
COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1:

Explain the fundamental concepts of image formation,
transformation, and processing techniques

CO2:

Apply feature detection and segmentation techniques

CO3:

Develop algorithms for feature-based alignment, pose

273




estimation, and motion estimation in both 2D and 3D
environments.

CO4:

Apply 3D reconstruction techniques.

COb5:

Explain computer vision applications like object recognition,
medical image analysis, and content-based image retrieval.

COe6:

Apply computer vision techniques into practical
applications, including video processing, virtual reality, and
augmented reality, considering industry trends and future

developments.
TEXT BOOKS:

1 |D. A. Forsyth, J. Ponce, “Computer Vision: A Modern
Approach”, , Pearson Education, Second Edition, 2015.

2 |Richard Szeliski, “Computer Vision: Algorithms and
Applications”, Springer- Texts in Computer Science, Second
Edition, 2022.

REFERENCES:

1 |Richard Hartley and Andrew Zisserman, “Multiple View
Geometry in Computer Vision”, Second Edition, Cambridge
University Press, March 2004.

2 | Christopher M. Bishop; “Pattern Recognition and Machine
Learning”, Springer, 2006

3 |E. R. Davies, “Computer and Machine Vision”, Fourth
Edition, Academic Press, 2012.

POs PSOs
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6 312(1(1/1|2|3|3|3[3|3[3[3|1|3
Overall
Correlation3211122333 3131(13[1]3
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23CB058 CRYPTO CURRENCY LT P C

COURSE OBJECTIVES:

e To wunderstand the fundamental concepts of
cryptocurrency, blockchain, and decentralized finance.

e To explore the technologies behind cryptocurrencies,
including cryptography, consensus algorithms, and
blockchain architectures.

e To analyze the risks and challenges associated with
cryptocurrencies and blockchain technologies.

e To investigate the economic and legal implications of
cryptocurrencies, including their impact on global financial
systems.

e To develop practical skills in implementing and using
cryptocurrency technologies, including wallets, exchanges,
and smart contracts.

UNITI |INTRODUCTION 6

Overview of Cryptocurrency - Blockchain Technology: Concept,
Structure, and Functionality - Evolution of Cryptocurrencies -
Types of Cryptocurrencies: Bitcoin, Ethereum, Litecoin, and
Altcoins - Advantages and Challenges of Cryptocurrencies

UNITII | CRYPTOGRAPHIC FOUNDATIONS OF 6
CRYPTOCURRENCY

Basics of Cryptography: Symmetric and Asymmetric Encryption -
Hash Functions and Public Key Infrastructure (PKI) - Digital
Signatures and Certificates - Elliptic Curve Cryptography (ECC) -
Security in Cryptocurrencies

UNIT III | CONSENSUS ALGORITHMS AND 6
BLOCKCHAIN PROTOCOLS

Proof of Work (PoW) vs Proof of Stake (PoS) - Delegated Proof of
Stake (DPoS) - Practical Byzantine Fault Tolerance (PBFT) -
Consensus in Ethereum and Smart Contracts - Blockchain
Protocols and Governance.
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UNIT IV | CRYPTOCURRENCY ECONOMICS AND 6
MARKETS

The Role of Cryptocurrencies in Modern Financial Systems -
Cryptocurrency Markets: Exchanges, Trading, and Volatility -
Cryptocurrency Mining and Proof of Work - Initial Coin Offerings
(ICO) and Tokenomics - Economic Impacts and Challenges of
Cryptocurrencies

UNITV |LEGAL, REGULATORY, AND SECURITY 6
ISSUES

Legal Frameworks for Cryptocurrencies Globally - Anti-Money
Laundering (AML) and Know Your Customer (KYC) - Security
Issues in Cryptocurrency Transactions and Wallets - Regulatory
Challenges: Taxation and Compliance - The Future of
Cryptocurrencies in Legal and Economic Systems

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:
LIST OF EXPERIMENTS

1. Setting up a Cryptocurrency Wallet (Bitcoin, Ethereum)

2. Sending and Receiving Cryptocurrencies

3. Understanding and Using Blockchain Explorers

4. Cryptocurrency Mining: Setting Up a Mining Rig (Bitcoin,
Ethereum)

5. Exploring Cryptocurrency Exchanges (Buying, Selling,
and Trading)
Using and Interacting with Ethereum Smart Contracts
Analyzing the Bitcoin Blockchain Using Tools (e.g.,
Blockchair, Blockchain.info)

8. Setting up a Private Blockchain using Ethereum or

Hyperledger

9. Simulating an ICO: Token Creation and Launch
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10. Security Testing of Cryptocurrency Transactions and

Smart Contracts

TOTAL: 30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Explain the core concepts of cryptocurrency, blockchain, and
decentralized networks.

CO2: Analyze the underlying technologies and protocols that
enable  cryptocurrencies,  including  cryptographic
algorithms and consensus mechanisms

CO3:| Examine the risks, vulnerabilities, and challenges of using

cryptocurrencies in real-world scenarios.

CO4: Apply the economic, legal, and regulatory implications of
cryptocurrencies and blockchain technologies.

CO&5:| Make use of cryptocurrency tools such as wallets, exchanges,
and smart contracts.

CO6:| Analyze the future of cryptocurrency and blockchain in
emerging markets, financial systems, and industries.

TEXT BOOKS:

1 | Nakamoto, Satoshi. Bitcoin: A Peer-to-Peer Electronic Cash
System. Bitcoin.org, 2008.

2 | Mougayar, William. The Business Blockchain: Promise,
Practice, and the 4th Industrial Revolution. Wiley, 2016.

REFERENCES:

1 | Buterin, Vitalik. Ethereum,” A Next-Generation Smart
Contract and Decentralized Application Platform”
Ethereum Foundation, 2013.

2 | Crosby, Michael, et al.,” Blockchain Technology: Beyond
Bitcoin” Applied Innovation Review, 2016.

3 | Narayanan, Arvind, et al.” Bitcoin and Cryptocurrency
Technologies”Princeton University Press, 2016.

4 | Zohar, Aviv,” Bitcoin and Cryptocurrencies” MIT Press,
2018.
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5 | Gans, Joshua S.,” The Blockchain and the New Architecture

of Trust.”MIT Press, 2019.

6 | Tapscott, Don, and Alex Tapscott. Blockchain Revolution:
and Other

How

the
Cryptocurrencies is Changing the World. Penguin, 2016.

Technology Behind Bitcoin

7 | Antonopoulos, Andreas M. Mastering Bitcoin: Unlocking

Digital Cryptocurrencies. O'Reilly Media, 2017.
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23CS041 GAME DEVELOPMENT L|T|P|C

COURSE OBJECTIVES:

e To know the basics of 2D and 3D graphics for game
development.

e To know the stages of game development.

e To understand the basics of a game engine.

e To survey the gaming development environment and tool
kits.

e To learn and develop simple games using Unity

UNITI |3D GRAPHICS FOR GAME DESIGN 6

Introduction Genres of games, Basics of 2D and 3D graphics for
game avatar, Game components - 2D and 3D Transformations -
Projections - Color models - Illumination and Shader models -
Animation - Controller based animation.

UNITII | GAME DESIGN PRINCIPLES 6

Character development, Storyboard development for gaming -
Script design - Script narration, Game balancing, Core
mechanics, Principles of level design - Proposals - Writing for
preproduction, Production and Post-production.

UNIT III | GAME ENGINE DESIGN 6

Rendering concept - Software rendering - Hardware rendering
- Spatial sorting algorithms - Algorithms for game engine -
Collision detection - Game logic - Game Al - Pathfinding

UNIT IV | OVERVIEW OF GAMING PLATFORMS AND 6
FRAMEWORKS

Pygame game development - Unity - Unity scripts - Mobile
gaming, Game studio, Unity single player and multi-player games
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UNITV | GAME DEVELOPMENT USING UNITY 6
ENGINE

Exporting assets from 3D software - Different types of camera in
Unity - Character navigation - Third person camera movement -
Creating enemy characters runtime - Animation control in Unity
- Graphic user interface in Unity - Assigning properties and
methods for player

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

LIST OF EXPERIMENTS
1. Installation of a game engine, e.g., Unity, Unreal Engine.
2. Character design, sprites, movement, and character
control.
3. Level design: design of the world in the form of tiles along
with interactive and collectible objects.
4. Design of interaction between the player and the world,

optionally using the physics engine.

5. Developing a 2D interactive using Unity.
6. Design of menus and user interaction in mobile platforms.
7. Developing a 3D game using Unreal.
8. Developing a multiplayer game using Unity.
TOTAL: 30 PERIODS
COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Apply the basic concepts of 2D graphics.

CO2: Apply the fundamentals of 3D graphics.

CO3; Design games based on the principles.

CO4: Make use game engines effectively.

CO5: Analyse gaming environments and frameworks.

COG6:| Develop a simple game in Unity.
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TEXT BOOKS:

1

Patrick Felicia, "Unity from Zero to Proficiency (Proficient):
A step-by-step guide to creating your first 3D Role-Playing
Game”, LPF Publishing, 1st Edition, New Delhi, 2019. (Unit
1)

Ernest Adams, "Fundamentals of Game Design", Pearson
Education India, 3rd Edition, India, 2015. (Unit 2 & 3)

REFERENCES:

1

Franz Lanzinger, “3D Game Development with Unity”, CRC
Press, 1st edition, New Delhi, 2022.

Franz Lanzinger, “2D Game Development with Unity”, CRC
Press, 1st Edition, New Delhi, 2020.

Adam Kramarzewski, Ennio De Nucci, “Practical Game
Design: A modern and comprehensive guide to video game
design”, Packt Publishing Limited, 2nd Edition, New Delhi,
2023.

Rachel Cordone, “Unreal Engine 4 Game Development
Quick Start Guide”, Packt Publishing Limited, 1st Edition,
New Delhi, 2019.
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VERTICAL 5: CYBER SECURITY AND CLOUD COMPUTING

23AD054 WEB SECURITY LI T P C
210123
COURSE OBJECTIVES:
e To understand the fundamentals of web application
security

e To focus on wide aspects of secure development and
deployment of web applications

e To learn how to build secure APIs

e To learn the basics of vulnerability assessment and
penetration testing

e To get an insight about Hacking techniques and Tools

UNIT I FUNDAMENTALS OF WEB APPLICATION 6
SECURITY

The history of Software Security-Recognizing Web Application
Security Threats, Web Application Security, Authentication and
Authorization, Secure Socket layer, Transport layer Security,
Session Management-Input Validation

UNITII | SECURE DEVELOPMENT AND 9
DEPLOYMENT

Web Applications Security - Security Testing, Security Incident
Response Planning, The Microsoft Security Development
Lifecycle (SDL), OWASP Comprehensive Lightweight
Application Security Process (CLASP), The Software Assurance
Maturity Model (SAMM)

UNIT III | SECURE API DEVELOPMENT 9

API Security- Session Cookies, Token Based Authentication,
Securing Natter APIs: Addressing threats with Security Controls,
Rate Limiting for Availability, Encryption, Audit logging,
securing service-to-service APIs: APl Keys , OAuth2, Securing
Microservice APIs: Service Mesh, Locking Down Network
Connections, Securing Incoming Requests.
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UNIT IV | API SECURITY ESSENTIALS 9

API Security- Session Cookies, Token Based Authentication,
Securing Natter APIs: Addressing threats with Security Controls,
Rate Limiting for Availability, Encryption, Audit logging,
securing service-to-service APIs: API Keys , OAuth2, Securing
Microservice APIs: Service Mesh, Locking Down Network
Connections, Securing Incoming Requests.

UNITV | HACKING TECHNIQUES AND TOOLS 9

Social Engineering, Injection, Cross-Site Scripting(XSS), Broken
Authentication and Session Management, Cross-Site Request
Forgery, Security Misconfiguration, Insecure Cryptographic
Storage, Failure to Restrict URL Access, Tools: Comodo,
OpenVAS, Nexpose, Nikto, Burp Suite, etc.

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1. Installing and configuring Metasploit
2. Perform a reconnaissance on a test application
3. Enumerate open ports and web services using Metasploit’s
auxiliary modules (e.g., http_version, http_title)
4. Vulnerability Scanning
a. Perform an Nmap scan using Metasploit
b. Use vulnerability scanning modules such as
auxiliary/scanner/http/http_login
c. Identify and analyze vulnerabilities found in the
scan
5. Demonstrate a Remote Code Execution (RCE) exploit on a
vulnerable application
6. Use privilege escalation techniques to elevate user
privileges
7. Exploiting Web Application Vulnerabilities
a. Exploit an XSS vulnerability using Metasploit
b. Perform session hijacking and cookie manipulation
8. Reporting and Remediation
a. Prepare a sample report documenting
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vulnerabilities, exploits, and mitigation strategies.
b. Review security best practices and recommend fixes
based on findings

TOTAL:30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Outline the basic concepts of web application security and
the need for it

CO2: Develop proficiency in the methods and best practices for
securely building and deploying web applications, ensuring
protection against security risks and vulnerabilities.

CO3: Apply the skill to design and develop Secure Web
Applications that use Secure APIs

CO4: Understand the significance of conducting vulnerability
assessments and penetration testing to identify and mitigate
security risks, ensuring system robustness and protection
against potential threats.

CO5: Apply the skill to think like a hacker and to use hackers tool
sets

COG6:| Develop security frameworks, tools, and methodologies to
ensure continuous security

TEXT BOOKS:

1 | Andrew Hoffman, “Web Application Security: Exploitation
and Countermeasures for Modern Web Applications”,
First Edition, O’Reilly Media, Inc., 2020

2 | Bryan Sullivan, Vincent Liu, “Web Application Security: A
Beginners Guide”, The McGraw-Hill Companies, 2012

REFERENCES:

1 | Michael Cross, “Developer’s Guide to Web Application
Security”, Syngress Publishing, Inc., 2007.

2 | Ravi Das and Greg Johnson, “Testing and Securing Web
Applications”, Taylor and Francis Group, LLC., 2021.

3 | Prabath Siriwardena, “Advanced API Security”, Apress
Media LLC, USA,2020.
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4 | Malcom McDonald, “Web Security for Developers”, No

Starch Press, Inc,2020.

5 | Allen Harper, Shon Harris, Jonathan Ness, Chris Eagle,

Gideon Lenkey, and Terron Williams ,“Grey Hat Hacking;:
The Ethical Hacker's Handbook”, Third Edition, The
McGraw-Hill Companies, 2011.
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23ADO055 AI FOR CYBER SECURITY L|T|P|C

COURSE OBJECTIVES:

e To understand the Role of Al in Cyber Security

e To learn Key Al Algorithms and Techniques for Security

e To develop Skills in Al-driven Threat Detection and|
Mitigation

e To explore Ethical and Legal Implications of Al in Cyber
Security

e To gain Insight into Future Trends and Emerging
Technologies.

UNIT I INTRODUCTION TO AI IN CYBER SECURITY| 9

Overview of Al and Cyber Security-Definition and significance of
Al in cyber security - Current cyber security challenges and how
Al addresses them - Al Techniques in Cyber Security - Machine
Learning (ML), Deep Learning (DL), and Natural Language
Processing (NLP) basics - Applications of Al in Cyber Security- Al
for threat detection, fraud prevention, and anomaly detection.

UNIT II | MACHINE LEARNING FOR CYBER THREAT 6
DETECTION

Supervised and Unsupervised Learning for Security- Overview of
ML techniques -Decision Trees, SVM, Neural Networks, Use of
ML for anomaly detection and signature-based threat detection -
Real-time Intrusion Detection Systems (IDS) , Al-based intrusion
detection and prevention. Behavior-based vs signature-based
approaches. Malware Detection Using ML.

UNIT III | DEEP LEARNING AND NLP FOR CYBER 6
SECURITY

Deep Learning Techniques in Cyber Security- Neural networks,
Convolutional Neural Networks (CNNs), and Recurrent Neural
Networks (RNNs) for threat intelligence. Autoencoders for

Anomaly Detection - Detecting network anomalies using
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autoencoders. Natural Language Processing (NLP) Applications-
NLP for log analysis, phishing detection, and processing threat
intelligence feeds. Chatbots for Security Operations.

UNIT IV | AI FOR VULNERABILITY AND RISK 6
MANAGEMENT

API Security- Session Cookies, Token Based Authentication,
Securing Natter APIs: Addressing threats with Security Controls,
Rate Limiting for Availability, Encryption, Audit logging,
securing service-to-service APIs: API Keys , OAuth2, Securing
Microservice APIs: Service Mesh, Locking Down Network
Connections, Securing Incoming Requests.

UNITV | ETHICAL IMPLICATIONS AND FUTURE 6
TRENDS

Adversarial Al and Attacks - Al's role in adversarial attacks -
evasion, poisoning attacks. Ethics and Bias in AI Cyber Security
Models - Legal and Regulatory Framework - Compliance, privacy
laws, and regulations affecting Al in cyber security. Future Trends
and case studies.

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1. Research and evaluate at least two Al-based cyber security
tools (e.g., Darktrace, Cylance).

2. Prepare a report comparing their threat detection
techniques and use of Al algorithms.

3. Analyze how Al helped detect and respond to the threat,
focusing on the techniques employed.

4. Use a machine learning algorithm (e.g., Decision Tree or
Random Forest) to detect network intrusions using the KDD
Cup '99 dataset. Evaluate the performance using accuracy,
precision, and recall metrics.

5. Implement a classification model using supervised learning
(e.g., SVM or Naive Bayes) to detect and classify malware
types based on their characteristics. Use an open-source
malware dataset for training and testing.
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6. Build a deep learning autoencoder model to detect network
anomalies in a dataset (e.g.,, UNSW-NB15).

7. Implement a Natural Language Processing (NLP) model to
detect phishing emails.

8. Develop a vulnerability scanning tool that uses machine
learning to predict potential weaknesses in a system based
on system logs and configuration data.

9. Write a report discussing how bias can impact cyber
security decisions.

TOTAL:30 PERIODS
COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1:

Explain Al Techniques for Cyber Security

CO2:

Build and Implement AI Models for Threat Detection

CO3:

Apply Al for Vulnerability and Risk Management

CO4:

Build and Implement Natural Language Processing (NLP)
for Cyber Intelligence

CO5:

Utilize Ethical and Legal Challenges in Al-driven Security

CO6:

Apply Future Trends and Innovations in Al-based Cyber
Defense

TEXT BOOKS:

1

Baeza-Yates R and Ribeiro-Neto B, “Modern Information
Retrieval: The Concepts and Technology Behind Search”,
2nd ed., ACM Press Books, 2011.

2 |Chio C., and Freeman D, “Deep Learning for

Cybersecurity”, O'Reilly Media, 2019
REFERENCES:

1 | Mongeau S and Seplow A., “Cybersecurity Data Science:
Machine Learning and Data Analytics for Cyber Risk
Management”, Apress, 2021.

2 |Joseph A. D and Nelson B. “Adversarial Machine
Learning”, Cambridge University Press, 2018

3 |Miiller A. C, and Guido S, “Introduction to Machine

Learning with Python: A Guide for Data Scientists”, O'Reilly
Media, 2016
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23AD056 CYBER THREAT INTELLIGENCE | L | T| P| C

COURSE OBJECTIVES:

e To provide an understanding of the fundamental concepts
of cyber threat intelligence and its role in cybersecurity.

e To equip students with the knowledge to collect, analyze,
and disseminate cyber threat information.

e Toteach students how to identify and classify cyber threats
and assess the risks they pose.

e To explore various tools, techniques, and frameworks for
threat detection and mitigation.

To develop practical skills in generating actionable threat
intelligence for real-world security environments.

UNITI |INTRODUCTION TO CYBER THREAT 9
INTELLIGENCE

Overview of Cyber Threat Intelligence (CTI) - Strategic, Tactical,
Operational, and Technical Intelligence; Cyber Threat Intelligence
Lifecycle - Collection, Analysis, Dissemination, Feedback; Cyber
Threat Actors - Nation-states, Cybercriminals, Hacktivists, Insider
Threats; Attack Vectors - Phishing, Malware, Denial of Service,
Exploits; Intelligence Sources - Open-source, Commercial, and
Internal Intelligence Feeds.

UNITII | THREAT DATA COLLECTION AND 9
ANALYSIS

Sources of Threat Data - OSINT (Open-Source Intelligence), Dark
Web Monitoring, Vendor Feeds, ISACs (Information Sharing and
Analysis Centers); Data Collection Methods - Automated Tools,
Manual Collection, Web Scraping; Threat Intelligence Platforms
(TIPs) - Integration, Enrichment, Correlation of Threat Data;
Threat Data Analysis - Indicators of Compromise (IOCs), Threat
Patterns, Trends; Data Enrichment - WHOIS Lookups,
Geolocation, Domain Reputation.
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UNIT III | THREAT DETECTION AND ATTRIBUTION 9

Threat Detection Techniques - Signature-Based, Anomaly-Based,
Behavior-Based Detection; Threat Hunting - Proactive Threat
Identification; Malware Analysis - Types of Malware, Basic Static
and Dynamic Analysis; Attack Attribution - Attribution
Challenges, Attribution Techniques (Forensic Artifacts, Malware
Attribution, Intelligence Gathering).

UNIT IV | FRAMEWORKS AND TOOLS FOR CYBER 9
THREAT INTELLIGENCE

MITRE ATT and CK Framework - Adversarial Tactics,
Techniques, Procedures (TTPs); Cyber Kill Chain - Stages of Cyber
Attack and Defense Strategies; Threat Modeling - Risk Assessment
and Defense through Threat Models; Threat Analysis Tools -
Wireshark, Splunk, Snort; YARA Rules - Writing Custom
Malware Detection Rules

UNITV |THREAT INTELLIGENCE INTEGRATION 9
AND RESPONSE
Role of CTI in Incident Response - Enhancing Detection,

Investigation, and Response; Intelligence-Driven Security
Operations - Integration of CTI in SOCs (Security Operations
Centers); Threat Intelligence Sharing - Methods and Platforms
(MISP, STIX/TAXII); Threat Reporting - Writing Actionable
Threat Reports; Case Studies - Real-World Examples of CTI in
Cyber Incidents.

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Outline the key concepts, types, and lifecycle of cyber threat
intelligence

CO2: Compare different types of cyber threats, attack vectors, and
vulnerabilities.

CO3: Analyze threat data from various sources to generate
actionable intelligence.
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CO4:| Apply frameworks like mitre attack and Cyber Kill Chain to
assess and respond to cyber threats

CO5;| Utilize open-source and commercial tools for threat
detection, monitoring, and analysis

CO6:| Apply cyber threat intelligence into incident response and
defense strategies to enhance security posture

TEXT BOOKS:

1 | Henry Dalziel, “How to Define and Build an Effective Cyber
Threat Intelligence Capability”, 1st Edition, Syngress, 2014..

2 | Thomas ]J. Holt, Adam M. Bossler, and Kathryn C. Seigfried-
Spellar, “Cybercrime and Digital Forensics: An
Introduction”, 2nd Edition, Routledge, 2017.

REFERENCES:

1 |John Robertson, Ahmad Diab, and Rick Howard,
“Intelligence-Driven Incident Response: Outwitting the
Adversary”, 1st Edition, O'Reilly Media, 2018.

2 | William Stallings, “Effective Cybersecurity: A Guide to
Using Best Practices and Standards”, 1st Edition, Addison-
Wesley Professional, 2018.

3 |Scott J. Roberts and Rebekah Brown,”Intelligence-Driven
Incident Response: Outwitting the Adversary”, 1st Edition,
O'Reilly Media, 2017.
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23ADO057 INFORMATION SECURITY L|T|P|C

ANALYSIS AND AUDIT 3/0(0]3
COURSE OBJECTIVES:
¢ Understand the fundamentals of information security

concepts.

e Explore the architectural design of security concepts.

e Describe different ISO standards and security framework.

e Comprehend the various techniques of access controls in|
information security.

e Explain various cloud security models and its challenges.

e Understand the concept of virtualization security.

e Use tools for penetration testing, vulnerability scanning, and|
security auditing.

UNITI |FUNDAMENTALS OF INFORMATION 9
SECURITY

Information Security: Threats, Frauds, Thefts, Malicious Hackers,
Malicious Code, Denial of Services Attacks, Social Engineering -
Vulnerability - Risk: Risk definition, Types Risk - an introduction
Business Requirements Information Security - Definitions Security
Policies: Tierl (Origination Level), Tier2 (Function Level), Tier3
(Application/Device Level), Procedures, Standards, Guidelines

UNITII | SECURITY ARCHITECTURE AND DESIGN 9

Service - Oriented Architecture and Web Service Security -
Analysis of Covert Channel - ISO Standards - Security Framework
- BS 7799 and ISO 27000 Family - Federal Information Systems

Management Act - Management Frameworks - Zachman
Framework - Calder-Moir IT Governance Framework - Balanced
Scorecard.

UNIT III | ACCESS CONTROL TECHNIQUES 9

Authentication Tokens - Roles of Tokens - Access Control
Administration - Accountability - Need for Accountability -

Requirements of accountability - Accountability Implementation
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- Methods of Attack: Rootkits , types, installation - Rootkits and
Security issues - Rootkit Prevention - other malicious software:
Trickbot, FinFisher, Turla, DoublePulsar.

UNIT IV | CLOUD AND VIRTUALIZATION SECURITY 9

Cloud Security Models: laas, Paas, Saas - Security Challenges in
Cloud - Virtualization Security - Container Security: Docker,
Kubernetes - Data Protection strategies: Data retention, deletion
and archiving procedures for tenant data, Encryption, Data
Redaction, Tokenization, Obfuscation, PKI and Key

UNITV | SECURITY AUDIT AND EMERGING TRENDS | 9

Security Auditing Techniques - Internal vs. External Audits -
Compliance Checks: HIPAA, SOX - Auditing Tools: Wireshark,
Snort

Emerging Trends and Future of Information Security: Al and
Machine Learning in Cybersecurity - Blockchain Security
Applications - Quantum Computing Threats.

TOTAL: 45 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Explain the fundamental concepts of information security.

CO2;: Build and Implement security policies and frameworks.

CO3: Identify and analyze security risks and vulnerabilities in
information systems.

CO4: Illustrate the application of cloud and virtualization security.

CO5: Make use of tools for penetration testing, vulnerability
scanning, and security auditing

CO6: Make use of Al and ML and other recent technologies in
information security.

TEXT BOOKS:

1 |Harold F Tipton, Micki Krause, “Information Security
Management  handbook”,  6th  Edition, Auerbach
Publications, 5 April 2012.
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2 | Peter Kim, “The Hacker Playbook: Practical Guide to
Penetration Testing”, 13 March 2014

REFERENCES:

1 |Shon Harris and Fernando Maymi, “CISSP All-in-One Exam
Guide”, 7th Edition, McGrawHill Education, 1 June 2016.

2 | Ronald L. Krutz, Russel Dean Vines, “The CISSP Prep
Guide: Gold Edition”, Gold Edition, Wiley Publication, 31
Oct 2002

3 | Ed Tittel, Mike Chapple, James Michael Stewart, “Certified
Information Systems Security Professional, Study Guide”,
oth Edition, Sybex Publication, 06 July 2012 5. ISO/ IEC
27002: 2005.

4 | RajkumarBuyya, Christian Vechhiola, S. ThamaraiSelvi,
“Mastering  Cloud Computing Foundations  and
Applications Programming”, Morgan Kaufmann publisher,

2013
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23AD058 | STEGANOGRAPHY AND DIGITAL | L | T| P| C
WATERMARKING 210/2|3

COURSE OBJECTIVES:

e To develop an understanding of digital watermarking and|
steganography basics, various approaches, characteristics|
and application domains.

e To apply digital watermarking as an authentication tool for
distribution of content over the Internet and Steganography|
techniques for covert communication.

e To understand the basics of the counter measures like
steganalysis for assessing the data hiding methods.

e To enable to evaluate and choose appropriate data hiding]
technique based on a multitude of security factors.

e To explore the protocols designed for secure and
anonymous digital watermarking in practical scenarios.

UNIT I STEGANOGRAPHY 8

Introduction - Text Steganography _ Image Steganography: Data
Hiding in Raw (BMP) Images - LSB (Least Significant Bit)
Embedding - Data Hiding by Mimicking Device Noise (Stochastic
Modulation). Data Hiding in Palette (GIF) Images - Palette
Formats (GIF) - Hiding by Decreasing Colour Depth, Gifshuffle, -
Optimal Palette Parity Assignment. Data Hiding in JPEG Images -
JPEG Format - ]J-Steg Data Hiding Algorithm _ Hiding in Spatial
Domain _ Hiding in Transform Domain _ Image Quality Metrics.

UNITII |AUDIO STEGANOGRAPHY 8

Temporal Domain Techniques - Low-Bit Encoding - Echo Hiding
- Hiding in Silence Intervals. Transform Domain Hiding
Techniques - Magnitude Spectrum - Tone Insertion - Phase Coding
- Amplitude Coding - Cepstral Domain _ Codecs Domain:
Codebook Modification _ Bit stream Hiding _ Audio Quality
Metrics
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UNIT III | VIDEO STEGANOGRAPHY 6

Introduction _ Video Streams - Substitution-Based Techniques -
Transform Domain Techniques - Adaptive Techniques - Format-
Based Techniques - Cover Generation Techniques _ Video Quality
Metrics - Perceptual Transparency Analysis - Robustness against
Compression - Robustness against Manipulation.

UNIT IV | DATA HIDING 5

Relationship between Watermarking and Steganography. Digital
Watermarking Basics: Models of Watermarking, Basic Message
Coding, Error Coding. Digital Watermarking Theoretic Aspects:
Mutual Information and Channel Capacity, Designing a Good
Digital Mark, Theoretical Analysis of Digital Watermarking _
Types of Watermarking _ Fragile, Semi-Fragile.

UNITV |SPREAD SPECTRUM WATERMARKING 9

Transform Domain Watermarking, Quantization Watermarking.
Protocols: Buyer Seller Watermarking Protocols, Efficient and
Anonymous Buyer-Seller Watermarking Protocol.

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1. Perform steganography in text, image and audio.

2. Data hiding in different image types png, GIF, jpeg, bmp etc

3. Implement any steganography algorithm

4. Reversible data hiding in images

5. Steganography in encrypted images Two-layer security

6. Steganography in transform domain DCT, DWT, Curvelet
etc.,

7. Case study on cover generation and cover detection
technique.

8. Implement digital watermarking with difference between
steganography and watermarking

9. Case study on attacks on watermarks

10. Case study on LSB embedding and LSB steganalysis.

TOTAL : 30 PERIODS

297




COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Summarize watermarking and steganography fundamental
concepts and principles

CO2; Identify and assess different types of data hiding techniques
in various image formats and various data hiding methods

CO3: Explain the block code and its usage for covert
communication

CO4: Demonstrate the use of watermarking for copyright
protection and steganography for secret communication in
various digital media

CO5:| Construct and implement efficient data hiding methods

COG6;| Infer the strength of any data hiding algorithm against
steganalysis techniques.

TEXT BOOKS:

1 |J. Fridrich, “Steganography in Digital Media: Principles,
Algorithms, and Applications”, Cambridge: Cambridge
University Press, 2009.

2 | LJ. Cox, M. L. Miller, J. A. Bloom, T. Kalker, and J. Fridrich,
“Digital Watermarking and Steganography”, 2nd Ed.
Amsterdam: Morgan Kaufmann Publishers In, 2007.

REFERENCES:

1 | R. C.Gonzalez, R. E. Woods, D. J. Czitrom, and S. Armitage,
“Digital Image Processing”, 3rd Ed. United States: Prentice
Hall, 2007.

2 | P. Wayner, “Disappearing Cryptography: Information
hiding: Steganography and Watermarking”, 3rd ed.
Amsterdam: Morgan Kaufmann Publishers In, 2008.

3 |M. Arnold, M. Schmucker, and S. D. Wolthusen,

“Techniques and applications of digital Watermarking and
content protection”, 2nd Ed. Boston, MA: Artech House
Publishers, 2003.
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23AD059 UTILITY COMPUTING L|T|P|C

COURSE OBJECTIVES:

e To understand the principles of cloud architecture, models
and infrastructure.

e To understand the concepts of virtualization and virtual
machines.

e To gain knowledge about virtualization Infrastructure.

e To explore and experiment with various Cloud deployment
environments.

e To learn about the security issues in the cloud

environment.
UNIT 1 CLOUD ARCHITECTURE MODELS AND 6
INFRASTRUCTURE

Cloud Architecture: System Models for Distributed and Cloud
Computing - NIST Cloud Computing Reference Architecture -
Cloud deployment models - Cloud service models; Cloud
Infrastructure: Architectural Design of Compute and Storage
Clouds - Design Challenges

UNITII |VIRTUALIZATION BASICS 6

Virtual Machine Basics - Taxonomy of Virtual Machines -
Hypervisor - Key Concepts - Virtualization structure -
Implementation levels of virtualization - Virtualization Types:
Full Virtualization - Para Virtualization - Hardware
Virtualization - Virtualization of CPU, Memory and I/O devices.

UNIT III | VIRTUALIZATION INFRASTRUCTURE AND | 7
DOCKER

Desktop Virtualization - Network Virtualization - Storage
Virtualization - System-level of Operating Virtualization -
Application Virtualization - Virtual clusters and Resource
Management - Containers vs. Virtual Machines - Introduction to
Docker - Docker Components - Docker Container - Docker
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Images and Repositories.

UNIT IV |CLOUD DEPLOYMENT ENVIRONMENT 6

Google App Engine - Amazon AWS - Microsoft Azure; Cloud
Software Environments - Eucalyptus - OpenStack.

UNITV |CLOUD SECURITY 5

Virtualization System-Specific Attacks: Guest hopping - VM
migration attack - hyperjacking. Data Security and Storage;
Identity and Access Management (IAM) - IAM Challenges - IAM
Architecture and Practice.

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1. Install VirtualBox/VMware/ Equivalent open-source cloud
Workstation with different flavors of Linux or Windows OS
on top of windows 8 and above.

2. Install a C compiler in the virtual machine created using a
virtual box and execute Simple Programs

3. Install Google App Engine. Create a hello world app and
other simple web applications using python/java.

4. Use the GAE launcher to launch the web applications.

5. Simulate a cloud scenario using CloudSim and run a
scheduling algorithm that is not present in CloudSim.

6. Find a procedure to transfer the files from one virtual
machine to another virtual machine.

7. Install Hadoop single node cluster and run simple
applications like wordcount.

8. Creating and Executing Your First Container Using Docker.

9. Run a Container from Docker Hub

TOTAL:30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1; Infer the design challenges in the cloud.

CO2: Apply the concept of virtualization and its types.

CO3:| Experiment with virtualization of hardware resources and
Docker.
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CO4: Develop services on the cloud and set up a cloud
environment

COS5:| Build and deploy services on the cloud and set up a cloud
environment

CO6:| Explain security challenges in the cloud environment

TEXT BOOKS:

1 | Kai Hwang, Geoffrey C Fox and Jack G Dongarra,
“Distributed and Cloud Computing”, Morgan Kaufmann,
2011.

2 | James Turnbull, “The Docker Book”, O'Reilly Publishers,
2014.

REFERENCES:

1 |James E. Smith, Ravi Nair, “Virtual Machines: Versatile
Platforms for Systems and Processes”, Elsevier/Morgan
Kaufmann, 2005.

2 | Tim Mather, Subra Kumaraswamy, and Shahed Latif,
“Cloud Security and Privacy: an enterprise perspective on
risks and compliance”, O'Reilly Media, Inc., 2009.

3 | Thomas Erl, Ricardo Puttini, Zaigham Mahmood,” Cloud
Computing: Concepts, Technology and Architecture”,
Prentice Hall, 2013.

COs POs PSOs

1(2(3|/4|5|6|(7|8{9(10{11|12|1|2|3
1 201 -|-|1|-|-]1]-]-|-12 [2|1]|1
2 31211 |1(2{1]-[1|-|-]-12 [3]2]1
3 312|111 -]|-|-|-|-1]-13 [2]1]-
4 312|111 |11 ]1|-|-|-1]-1]2 [2]1]-
5 312111321 -l -1-12 |3[3]2
6 211 -1-13|-|-[1]-]3]2(2 |2]3]|1
Overall 135 ql1]af1|1]1]-|1]1]3 |3]2]1
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23AD060 CLOUD DATABASES L|T|P|C

COURSE OBJECTIVES:

e Understand the fundamentals of cloud computing and its
impact on database systems.

e Explore various cloud database models and services.

e Learn how to design, implement, and manage databases in|
the cloud.

e Familiarize with industry-leading cloud platforms like AWS,

Google Cloud, and Azure.
¢ Gain hands-on experience with cloud database tools and
applications
UNITI |DISTRIBUTED AND CLOUD DATABASE 9

Basics of Cloud Computing: IaaS, PaaS, SaaS- Evolution of Cloud
Databases from traditional databases - challenges of cloud-based
databases - Cloud database architectures - Public, Private, and
Hybrid clouds- Overview of popular cloud platforms - AWS,
Azure, Google Cloud.

UNITII |CLOUD DATABASE SERVICE MODELS 9

Database as a Service (DBaaS) overview - Relational databases in
the cloud: Amazon RDS, Google Cloud SQL, Azure SQL. NoSQL
databases in the cloud: Amazon DynamoDB, Google Bigtable,
Azure Cosmos DB. Introduction to NewSQL databases and their
role in cloud architecture - Database scalability, availability, and
consistency (CAP theorem)

UNIT III | CLOUD DATA STORAGE AND 9
MANAGEMENT

Cloud storage fundamentals : Blob storage, File storage, Block
storage - Distributed data storage - Data replication and backup
strategies in cloud databases - Data security in cloud environments
- Monitoring and optimizing performance in cloud databases
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UNIT IV |CLOUD DATABASE DESIGN AND 9
INTEGRATION

Databases for cloud-native applications - multi-tenancy and
resource isolation in cloud databases - Integration with cloud
services - data lakes, big data platforms, machine learning - APIs
for cloud databases - RESTful APIs, GraphQL- Serverless
databases and event-driven architectures -AWS Aurora
Serverless, Firebase

UNITV |CLOUD DATABASE APPLICATIONS AND 9
CASE STUDIES

Real-world applications of cloud databases (e-commerce, IoT,
social media) - Migrating on-premise databases to the cloud:
processes and challenges - Case studies on cloud database use by
large enterprises - Best practices for cloud database management
and optimization - Emerging trends in cloud databases - Al
integration, edge computing

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1. Setting Up a Relational Cloud Database

Deploying and Querying a NoSQL Database
Implementing Data Backup and Recovery

Securing a Cloud Database with Encryption

Integrating a Cloud Database with Serverless Architecture
Migrating an On-Premise Database to the Cloud
Exploring Data Partitioning and Sharding.

Monitoring and Optimizing Cloud Database Performance

PN YD

TOTAL:30 PERIODS

COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1: Compare cloud and on-premise database systems.

CO2: Explain how cloud databases handle scalability and
availability.

CO3:| Demonstrate between various cloud database services.
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CO4.

Apply data management best practices in cloud
environments.

CO5:

Build scalable cloud database systems and Integrate cloud
databases with other cloud services for holistic solutions.

COe6:

Analyze real-world scenarios of cloud database deployment

TEXT BOOKS:

1

Lee Chao, "Cloud Database Development and
Management", CRC Press, 1st Edition, 2013.

Liang Zhao, David Taniar, "Cloud Data Management" ,
Springer, 1st Edition, 2014

REFERENCES:

1

Lee Chao, CRC Press, 1st Edition (2013) Cloud Data
Management", Liang Zhao, David Taniar, Springer, 1st
Edition ,2014

2 | Valliappa Lakshmanan, Jordan Tigani, "Google BigQuery:
The Definitive Guide", O'Reilly Media, 1st Edition, 2019.
3 | Arshdeep Bahga, Vijay Madisetti, "Cloud Computing: A
Hands-On Approach", 1st Edition, 2013.
POs PSOs
COR 112(3/4|5/6/7(8/9(10{11|12|1|2]|3
1 201 -|-|-|1|2]1|-]1|-]2 |2]-]|1
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3 2|1 1122 1]-12 |2]-]2
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5 3121122221222 |3|2]2
6 313[2(2(2|32 223|213 |3|2]2
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23CB043 SECURITY IN CLOUD L|T|P|C

COMPUTING 2,023

COURSE OBJECTIVES:

e To understand cloud computing architecture and the
shared responsibility model in security.

e To explore various security challenges specific to cloud
environments.

e To learn techniques for securing data, applications, and
networks in cloud platforms.

e To examine compliance, identity management, and access
control for cloud security.

e To analyse incident response, risk management, and
disaster recovery strategies in cloud computing.

UNITI |INTRODUCTION TO CLOUD SECURITY 6
FUNDAMENTALS

Overview of Cloud Computing: Cloud models (public, private,
hybrid), and service models (IaaS, PaaS, SaaS). Security
Challenges in Cloud: Multi-tenancy, data privacy, data location,
data breaches, and insider threats. Shared Responsibility Model:
Division of security responsibilities between cloud providers and
customers. Cloud Security Architectures: Security architecture for
AWS, Azure, and Google Cloud.

UNITII | DATA SECURITY IN CLOUD 6

Data Security and Privacy: Data lifecycle, data classification, data
protection mechanisms. Encryption Techniques: Symmetric and
asymmetric encryption, key management. Data Loss Prevention
(DLP): Strategies to prevent data leakage. Secure Data Storage:
Techniques and tools for secure storage in cloud environments.

UNIT III | APPLICATION AND NETWORK SECURITY IN| 6
CLOUD

Application Security: Secure software development for cloud
applications, secure APIs. Network Security in Cloud: Firewalls,
Intrusion Detection Systems (IDS), and Virtual Private Clouds
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(VPCs). Web Application Security: Cloud-based web security,
protecting against threats such as SQL injection and XSS. Cloud
Security Tools: Introduction to cloud-native security tools and
third-party solutions

UNIT IV | COMPLIANCE, IDENTITY, AND ACCESS 6
MANAGEMENT

Compliance in Cloud: Standards like GDPR, HIPAA, and
ISO/IEC 27017. Identity and Access Management (IAM): Role-
based access control (RBAC), Single Sign-On (SSO), and Multi-
Factor Authentication (MFA). Access Control Models: Role-based
and attribute-based access control for cloud resources. Identity
Federation: Integrating cloud identity with enterprise identity

solutions.

UNITV |INCIDENT RESPONSE, RISK MANAGEMENT,| 6
AND DISASTER RECOVERY

Incident Response in Cloud: Planning, monitoring, and
responding to security incidents. Risk Management: Identifying,
assessing, and mitigating risks in cloud environments. Disaster
Recovery: Backup strategies, recovery models, and testing disaster
recovery plans. Cloud Security Standards: Overview of standards
and frameworks like CSA, NIST, and ENISA

TOTAL: 30 PERIODS

PRACTICAL EXERCISES:

1. Case study on shared responsibility models across major
cloud providers.

2. Hands-on activity to review cloud infrastructure and
identify potential security gaps.

3. Implementing encryption for data stored in the cloud.

4. Configuring and testing Data Loss Prevention (DLP)
policies on a cloud platform.

5. Configuring firewalls and VPCs in a cloud environment.

6. Conducting a vulnerability assessment on a cloud-hosted
web application.
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7. Setting up IAM policies and roles for cloud resources.

8. Configuring SSO and MFA in a cloud environment.

9. Developing an incident response plan for a cloud
infrastructure.

10. Configuring backup and disaster recovery settings in a
cloud service.

TOTAL:30 PERIODS
COURSE OUTCOMES:

After completion of the course, the students will be able to:

CO1:

Identify and describe the security challenges unique to cloud
computing and evaluate the shared responsibility model.

CO2:

Apply techniques for data security, including encryption
and secure data storage, in cloud environments.

CO3:

Examine various methods for ensuring application and
network security in cloud services.

CO4:

Make use of the tools for compliance requirements, access
control, and identity management systems for cloud
security.

CO5:

Develop strategies for incident response and risk
management specific to
cloud infrastructures.

COe:

Evaluate cloud security standards and implement disaster
recovery strategies for cloud environments.

TEXT BOOKS:

1

Mather, Tim, Subra Kumaraswamy, and Shahed Latif.
"Cloud Security and Privacy: An Enterprise Perspective on
Risks and Compliance." 1st Edition, O'Reilly Media, 2009.

2 | Winkler, Vic (J.R.). "Securing the Cloud: Cloud Computer

Security Techniques and Tactics." 1st Edition, Syngress, 2011
REFERENCES:

1 | Samani, Raj, Jim Reavis, and Brian Honan. "CSA Guide to

Cloud Computing: Implementing Cloud Privacy and
Security." 1st Edition, Syngress, 2015.
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2 | Kumar, Saurabh. "Cloud Computing: Insights into New-Era

Infrastructure." 1st Edition, Wiley India, 2011.

3 | Winkler, J.R. (Vic). "Securing the Cloud: Cloud Computing

2011.

Security Techniques and Tactics." 1st Edition, Syngress,

4 | Krutz, Ronald L., and Russell Dean Vines. "Cloud Security:

A Comprehensive Guide to Secure Cloud Computing." 1st

Edition, Wiley, 2010
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